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Glossary

Child Sexual Exploitation (CSE) is a broad term that encompasses all forms of child sexual
exploitation. This may include many of the other terms on this list, such as child sexual
abuse material, child sex trafficking, and others like sextortion. This is a broad way to talk
about the issue as a whole, rather than the individual and nuanced pieces.

Child Sexual Abuse (CSA) involves forcing or enticing a child or young person to take part
in sexual activities. The activities may involve physical contact and non-contact activities
such as involving children looking at, or in the production of sexual images, watching sexual
activities, encouraging children to behave in sexually inappropriate ways, or grooming a child
in preparation for abuse including via the internet.

Child Sexual Abuse Material (CSAM) refers to any content that depicts sexually explicit
activities involving a child. Visual depictions include photographs, videos, live streaming, and
digital or computer generated images indistinguishable from an actual minor. While this is
legally known as child pornography in the U.S., experts consider CSAM to be a better term
that foregrounds its abuse and resists framing it as merely another form of pornography.

Cyberbullying is a repeated series of aggressive, intentional acts, conducted through digital
platforms and devices, that inflicts willful harm on an individual.

Online Grooming is a process where an adult uses digital media and platforms to befriend
a minor and prepare them for a sexually abusive relationship.

Self-generated CSAM is material produced by children, depicting themselves. Such images
may be more or less sexualised, and may have been produced either freely or as a result of
coercion.

Sexting is defined as the “self-production of sexual images” or as the “exchange of sexual
messages or images” and “the creating, sharing and forwarding of sexually suggestive nude
or nearly nude images through mobile phones and/or the internet.”

Some phrasing and definitions taken from ECPAT’s
Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, 2016,
https://www.ohchr.org/Documents/Issues/Children/SR/TerminologyGuidelines_en.pdf.



Executive Summary

1. More children are coming online

● 1 in 3 internet users are children, with more than 175,000 children going online for
the first time every day across the globe. Half of the 44 million internet users in the
Philippines, for example, are children 17 years old or younger.

● Online access, particularly in developing countries, takes place primarily through
mobile devices. In Indonesia, for example, roughly 60% of children access the
Internet through mobile devices. In India, it is estimated that about 134 million
children have mobile phones.

2. This migration online presents enormous opportunity but also grave risks

● Risks for children online range from discrimination, hate speech, and cyberbullying to
targeted advertising and privacy invasions.

● This rapid review focused on sexual risks: grooming or child sexual exploitation
(CSE), child sexual abuse (CSA), sexting, and pornography.

● One international meta-analysis, which compiled results on thousands of children,
found that approximately one in five youth experience unwanted online exposure to
sexually explicit material and one in nine experience online sexual solicitation.

● 18.4 million pieces of CSAM were referred to NCMEC in 2018; 39% of the CSAM
analysed by the IWF depicted children 10 and under.

● As internet access increases and everyday life becomes digitized, incidents of digital
harm also increase. For example, IWF noted a 34% increase in CSEA reports
between 2017 and 2018.



3. COVID-19 has amplified these online risks

“I see a direct correlation between the increase of online child sexual abuse crime and the
increase in screen time during the pandemic” -John Pizzuro, NJ ICAC Commander, New
Jersey State Police

● Research consistently shows that increased time online exposes children to greater
risks of harm. At the same time, increased time online represents an opportunity for
children to develop the necessary protective skills. It also offers opportunities for duty
bearers to reach children with educational and other materials.

● Over 1.5 billion children worldwide have been affected by school closures related to
the pandemic, with many in lockdown at home.

● Since the pandemic started, many children are spending 6-7.5 hours online per day,
with around half that time dedicated to school work.

● Children use the internet to socialize with peers and communicate with teachers, as
well as to engage in relaxation and leisure activities, which are critical to their
wellbeing.

● Yet this increased screen time, much of it unsupervised, also leaves children
vulnerable to online sexual exploitation and grooming.

● In a study from Europe, half the children reported an increase in cyberbullying over
the lockdown period, and 3 in 10 reported an increase in cyberhate messages.

● In a survey of law enforcement across 39 countries, eight in ten police officers
reported an increase in perpetrators attempting to contact children online, and six in
ten officers reported an increase in self-generated CSAM.

● Families faced with reduced income may coerce their children into producing CSAM.

● Children may also generate CSAM as a way to earn money or out of boredom, not
knowing the risks. For instance, one 2021 UK study found an increase of 77% in
self-generated content compared to the previous year.

4. Data on CSA/CSE has significant gaps and constraints

● Child sexual abuse online is understood and measured differently across countries,
making cross-national comparisons difficult.

● Studies tend to be point-in-time rather than long-term studies, which might provide a
clearer picture of the effectiveness of interventions and changes over time.

● Gaps in evidence pertain to the prevalence of risks of harm, perpetrator profiles and
behaviours, children’s protective behaviours, efficacy of policy, campaign and
education interventions, as well as children’s own experiences of the issues.

● Literature tends to be dominated by the global North, leaving holes in the evidence
base for the global South, with studies in Latin American only emerging recently and
studies on Africa being few and far between.

http://globalkidsonline.net/tools/guides/opportunities/
https://www.reuters.com/article/philippines-sexcrimes-internet-idUSL8N2D94I3


5. Yet what we do know suggests the same risks apply

“No nation, regardless of how they are ranked, has cause for complacency. What we are
witnessing is a global cyber-pandemic with high exposure to multiple forms of online risks
threatening children across all the countries we surveyed.” -Yuhyun Park, DQ Institute

● Experts and existing evidence suggest the same online risks of harm apply across
international contexts, albeit inflected by local norms and cultural dynamics.

● In a 2019 Unicef study featuring 30 countries, many in the global South, one in three
young people said they have been a victim of online bullying, with one in five
reporting having skipped school due to cyberbullying and violence.

● In Argentina, 8 out of 10 children interviewed had experienced an unpleasant
situation online in the last year, from bullying to violent imagery, and almost 7 out of
10 interviewees had seen images of a sexual nature.

● In Brazil, 4 out of 10 children said they saw someone being discriminated against in
the last year.

● In Ghana, 42% of children in one survey admitted talking about sexual acts with
someone online when they did not want to.

● In Cameroon, The Gambia, Kenya, Togo and Uganda, 54% of children have seen
someone of their age in CSAM online.

● Children that are vulnerable offline are also more vulnerable online. This means that
working children, migrant children, street children, minorities, and LGBT children are
particularly at risk, not least because they do not always have appropriate support
from trusted adults for their online engagements.

● Children report that concern about the risks they face can be a deterrent to their
online engagement.

6. Connectivity introduces new threats and requires that we foster new skills and
protective behaviours

“It is absolutely crystal clear that the arrival of fast broadband in a particular country will be
followed by the patterns of offending behaviour that we’ve seen in richer countries.”
-John Carr, expert adviser, European NGO Alliance for Child Safety Online

● Internet access constitutes a profound change, opening up many opportunities for
learning, connection and support.

● But this dramatic shift can also expose vulnerable children to new risks and negative
experiences, especially when they and their parents lack digital literacy and
protective skills.

● For example, a 2012 study found that children in India are in the highest risk category
due to a combination of increased access enabled by affordable Internet and

https://www.westernsydney.edu.au/__data/assets/pdf_file/0006/1334805/Young_and_Online_Report.pdf


smartphones, and low resilience with parents and children lacking the knowledge of
how to safeguard themselves against different cyber threats.

● A 2020 study suggested that Rwandan children are “particularly vulnerable, due to
the rapid increase in access, unawareness of all possible risks and no apparent
safeguards in place.”

● A 2015 study in the Philippines found that half the children lacked awareness of the
risks and threats they face on the internet.

● Research sponsored by ChildFund Australia has shown that first-time - and often
mobile first - child users are ill-prepared to deal with online safety risks. There are
also key gaps in policy and legislation, training of frontline support workers, and the
online safety skills and knowledge of parents/carers.

7. Online Safety Will Take Investment and a Holistic Approach

“Technology is very important, and it will continue to be in the future. It is hard to
communicate without it. Everything is here, on the cellphone. I can find information about
almost anything. I can talk to my friends whenever and wherever I want to. The world is
moving forward, and so we must do the same.” -12 year-old girl, Croatia

● There is an opportunity to strengthen digital skills and maximize the benefits of being
online for children and young people.

● Yet the online risks are also real and widespread, preventing children from fully
benefiting from the potential that digitization in terms of education, communication,
and overall well-being.

● As the UN General Comment demonstrates, this is an urgent and rapidly evolving
global issue that will require investment into research, integration with school
curricula, collaboration with technology providers, and strengthening of legislation.

● For instance, one 2019 study found that hundreds of countries have legislation
around sexual exploitation, but far fewer have concrete definitions, encompass
digitally-mediated versions of it, or offer tools and programmes to combat it.

● Strengthening online safety, then, is not just a “technology issue,” but requires a
holistic mixture of education programmes, legal frameworks, social infrastructure,
industry and civic engagement, and other initiatives.

https://www.plan.org.au/publications/online-safety-in-the-pacific/
https://docstore.ohchr.org/SelfServices/FilesHandler.ashx?enc=6QkG1d%2fPPRiCAqhKb7yhsqIkirKQZLK2M58RF%2f5F0vEG%2bcAAx34gC78FwvnmZXGFUl9nJBDpKR1dfKekJxW2w9nNryRsgArkTJgKelqeZwK9WXzMkZRZd37nLN1bFc2t


In their own words:
Children talk about the opportunities and dangers online

● “When I grow up I will use technology to work, have fun, create, get
informed, communicate, express, give my point of view.” (Uruguay, girl, 14)

● “I use it for my education, which has contributed to my success in school
and my family’s happiness.” (Jordan, boy, 15)

● “School should help me know the bad and good effects of technology, the
impacts.” (Fiji, girl, 12)

● “I don’t upload certain pics with which bad people can make dirty videos of
us.” (Bhutan, girl, 16)

● “Getting text from bad strangers, weird and nasty people [is a concern].”
(Malaysia, girl, 15)

● “Adults worry because we are not old enough to go online yet and it can
lead us down the wrong path.” (Central African Republic, girl, 10)

● “It is very distressing when you publish something [online] and suddenly
others attack you with no reason, without knowing you.” (Uruguay, girl, 14)

● “Internet violence is a type of psychological violence via messages, social
media etc. It is a lot worse than physical violence, because it leaves much
deeper scars.” (Croatia, girl, 13)

● “The solution is to teach computer skills from a young age so that in the
future we will be able to defend ourselves.” (Central African Republic, boy)

● “We can learn how to protect ourselves and ways to prevent it by talking to
someone or watching videos about how to prevent or protect or minimise all
the dangerous risks.” (Solomon Islands, girl, 12)
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COVID-19

COVID-19 Impact on CSE and CSA - Interpol
September 2020
https://www.interpol.int/content/download/15611/file/COVID19%20-%20Child%20Sexual%20
Exploitation%20and%20Abuse%20threats%20and%20trends.pdf

“Several member countries have seen increases in reporting by the public of online
CSEAM offences as well as increases in online activity relating to CSEAM. With
increased  time  being  spent  online  by  the  general population,  and  often  in  more
private  settings  than  in  the  work  environment, the  illegal  consumption  of  child sexual
exploitation material has increased. Member countries and NGOs have reported increases in
online activity relating to CSEAM.”

“Information from multiple sources including INTERPOL member countries indicate a
significant increase in the sharing of CSEAM through the use of peer-to-peer networks
during the COVID-19 pandemic.”

Note that there doesn’t seem to be “hard figures” on these increases or at least they weren’t
made available in the report, so the claim is more like a partner country stated they saw an
increase based on their internal numbers.

CSA/CSE is on the rise, and what is visible or documented is only a fraction
“What the report shows is that we are seeing just the tip of a growing iceberg in terms of
online child exploitation material.”
- Jürgen Stock, INTERPOL Secretary General

https://www.interpol.int/content/download/15611/file/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends.pdf
https://www.interpol.int/content/download/15611/file/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends.pdf


COVID-19, Children at Increased Risk
UNICEF April 2020
https://www.unicef.org/press-releases/children-increased-risk-harm-online-during-global-covi
d-19-pandemic

A useful basic summary of the problem posed by the pandemic
More than 1.5 billion children and young people have been affected by school closures
worldwide. Many of these students are now taking classes as well as socializing more
online. Spending more time on virtual platforms can leave children vulnerable to online
sexual exploitation and grooming, as predators look to exploit the COVID-19 pandemic. A
lack of face-to-face contact with friends and partners may lead to heightened risk-taking
such as sending sexualized images, while increased and unstructured time online may
expose children to potentially harmful and violent content as well as greater risk of
cyberbullying.

There’s also a “Technical Note” that unpacks some of these broader claims in a
helpful way.
https://www.unicef.org/media/67396/file/COVID-19%20and%20Its%20Implications%20for%2
0Protecting%20Children%20Online.pdf

COVID-19 has abruptly pushed children’s daily lives online
● As of 3 April 2020, COVID-19 has led to at least 188 country-wide school closures,

impacting more than 90% of the world’s student population.
● In places where there is wide access to digital technology, more and more aspects of

people’s daily lives are moving online, as people choose or are asked to stay home.
Internet usage is up 50% in some parts of the world following the spread of
COVID-19.

● Similarly, many children’s learning experiences are being reshaped by the sudden
introduction of remote learning, including – where available – technology and virtual
platforms as a substitute for the classroom and schoolyard.

● Online games, social media and video chat programs are providing opportunities for
children to connect with and play with their friends, parents and relatives while in
isolation.

● While children aged 13 and older may already be familiar with social media, the
pandemic has introduced younger children to social networking tools that may not be
designed for them and for which they may have limited preparation.

● Parents and caregivers, meanwhile, are being asked to navigate their children’s shift
to online learning and recreation while balancing work and other uncertainties related
to the pandemic.

https://www.unicef.org/press-releases/children-increased-risk-harm-online-during-global-covid-19-pandemic
https://www.unicef.org/press-releases/children-increased-risk-harm-online-during-global-covid-19-pandemic
https://www.unicef.org/media/67396/file/COVID-19%20and%20Its%20Implications%20for%20Protecting%20Children%20Online.pdf
https://www.unicef.org/media/67396/file/COVID-19%20and%20Its%20Implications%20for%20Protecting%20Children%20Online.pdf


How children (10-18) experienced online risks during the Covid-19 lockdown
Key findings from surveying families in 11 European countries
Spring 2020
Lobe, B., Velicu, A., Staksrud, E., Chaudron S., Di Gioia, R
https://ec.europa.eu/jrc/en/publication/how-children-10-18-experienced-online-risks-during-c
ovid-19-lockdown-spring-2020

Basic Methodology
This report presents the findings from a survey of children aged 10–18 from 11 countries in
Europe. The data was collected betweenJune and August 2020 from 6.195 children and
6.195 parents by national teams participating  in the international research project “Kids'
Digital lives during Covid-19times’ (KiDiCoTi) coordinated by the JRC.

Countries Participating
Austria, France, Germany, Ireland, Italy,  Norway, Portugal,  Romania,  Slovenia,  Spain
and Switzerland.

More time spent online, many children felt it was too much
At the same time nearly half of the children felt an online  overuse, with a variability at
national level from 38% declaring such a statement in Germany to 59% in Ireland and
Romania. Effectively, children reported spending between 6 hours to 7.5 hours online a
day in weekdays during lockdown and that  more  than half  of  this  time  was dedicated to
school activities

https://ec.europa.eu/jrc/en/publication/how-children-10-18-experienced-online-risks-during-covid-19-lockdown-spring-2020
https://ec.europa.eu/jrc/en/publication/how-children-10-18-experienced-online-risks-during-covid-19-lockdown-spring-2020


More Experiences That Bothered Them
Bothering/upsetting online experiences can include a wide range of issues, from frustrations
over  technical  failures, to serious risks like sexual  grooming from adults. Indicatively,
nearly half of  the surveyed children declared never been bothered or upset by something
online. One quarter reported an increase of bothering/upsetting online experiences
during the Covid-19 spring lockdown. At the country level, this share spans from 14% in
Slovenia to 28% in Ireland.

Around Half Experienced Cyberbullying
Results  show  that half  (51%)  of  the children in  the  sample  have  never encountered
cyberbullying situations, meaning also that the  other half declared having been cyberbullied
at some point. At the national level, this share is the highest in Italy (59%), Ireland (59%),
Germany (58%) and Romania (57%) and the lowest in Slovenia (32%).

And Cyberbullying had increased over lockdown for nearly half
Among the children that have already been victim of cyberbullying, nearly half (44%)
reported an increase of the phenomenon during the Covid-19 spring lockdown.



Cyberhate
The percentage of children who have ever been exposed to cyberhate messages ranges
between one-half, with 52% in Austria, to over two-thirds in Romania (71%); exceptions
made for the French children, who reported this experience in  45%. Four in ten   children
have never encountered hate messages; however, almost three in ten reported  an
increase in this  risk during the spring lockdown 2020, the larger percent being in Ireland
(37%) and the smallest in France (22%).



Surge in reports in UK during COVID-19
Internet Watch Foundation, Jan 2021
https://www.iwf.org.uk/news/%E2%80%98grave-threat%E2%80%99-children-predatory-inter
net-groomers-online-child-sexual-abuse-material-soars

Predatory online groomers are a “grave and widespread threat” to children in their bedrooms
as new figures reveal the record-breaking scale of child sexual abuse imagery on the
internet.

A record number of reports of online child sexual abuse have been processed by the UK’s
Internet Watch Foundation (IWF).

The IWF, the UK charity responsible for finding and removing images and videos of child
sexual abuse from the internet, has also seen a dramatic 77% increase in the amount of
“self-generated” abuse material as more children, and more criminals, spend longer online in
2020.

The coronavirus pandemic forced many people to work and learn from home in 2020, and
the IWF saw a surge in public reports to its hotline.

Now, with schools in the UK being forced to close again, experts are warning that organised
“communities of sex predators” will be looking to take advantage of the situation to exploit
more children and to share and distribute child sexual abuse material online.

● In 2020, IWF analysts processed 299,600 reports, which include tip offs from
members of the public. This is up from 260,400 reports in 2019. This is an increase
of 15%.

● Of these reports, 153,350 were confirmed as containing images and/or videos of
children being sexually abused. This compares to 132,700 in 2019 - an increase of
16%. Every report contains between one, and thousands of child sexual abuse
images and videos. This equates to millions of images and videos.

● Of these, 68,000 reports were tagged as including “self-generated” child sexual
abuse content – a 77% increase on 2019’s total of 38,400 reports.

Self-generated content can include child sexual abuse content which has been created using
webcams, very often in the child’s own room, and then shared online.

Caveats here are that this is only for the UK, and that the ‘surge’ was 15% which is
significant but not the dramatic spike newspapers might want.

More significant and disturbing I think is the ‘self-generated’ increase of 77%. The
idea here is that children are spending far more time online (sometimes alone), which
renders them more vulnerable, and during this time predators are coercing or
convincing children to take certain pictures or videos of themselves which are then
circulated.

https://www.iwf.org.uk/news/%E2%80%98grave-threat%E2%80%99-children-predatory-internet-groomers-online-child-sexual-abuse-material-soars
https://www.iwf.org.uk/news/%E2%80%98grave-threat%E2%80%99-children-predatory-internet-groomers-online-child-sexual-abuse-material-soars


Online child sex abuse cases triple under lockdown in Philippines
May 2020
https://www.reuters.com/article/philippines-sexcrimes-internet-idUSL8N2D94I3

Cases of online child sex abuse in the Philippines have tripled under coronavirus, the
government said, with campaigners warning that the country’s lockdown has left more
children vulnerable to exploitation by human traffickers and cash-strapped relatives...

Philippines already has this problem, worsened due to lockdown
The spread of cheap, high-speed internet and the rise in mobile phone ownership has
fuelled live streamed abuse - known as cybersex trafficking - in recent years and the
Philippines is considered by charities to be the epicentre of the global trade...

Officials and activists said the problem has worsened under lockdown in the capital, Manila -
one of the world’s longest at 11 weeks - as families have struggled to earn a living while
children have been out of school and spending more time online…

And here’s the hard data
From March 1 to May 24, there were 279,166 cases of online child sex abuse in the
Philippines, said the DoJ, using data from the U.S.-based National Center for Missing and
Exploited Children. There were 76,561 cases during this timeframe in 2019.

This might be good as a case study or anecdote to indicate broader problems in SE
Asia, but probably caveat this with the fact that CSA is particularly bad in the
Philippines, a ‘hot spot’ for this kind of abuse
E.g. Phillipines ‘tops world for online child sex abuse’

https://www.reuters.com/article/philippines-sexcrimes-internet-idUSL8N2D94I3
https://www.thejakartapost.com/seasia/2020/05/21/philippines-tops-world-for-online-child-sex-abuse-study.html


NetClean Report 2020
https://www.netclean.com/wp-content/uploads/sites/2/2021/01/NetCleanReport_COVID19Im
pact2020_spreads1200-1.pdf

Quotable quote
The report “highlights how vulnerable children have been made even more vulnerable
because of the pandemic, as many safeguards have been removed from their lives.”

Method
We surveyed 470 law enforcement officers from 39 countries who work on cases pertaining
to CSA crime. The enquiry was undertaken between 12 June and 17 October 2020.  470
police officers from 39 countries participated in this year’s survey,  by filling out an online
survey anonymously. As always, we asked the respondents to comment on the findings, and
their thoughts and observations are included in this report.  47 percent of the respondents
were from North America and 44 percent came from Europe. The rest were  from Oceania (3
%), Asia (3 %), South America (2 %), Africa (0.5 %) and representatives from international
organisations such as INTERPOL  and Europol made up (0.5 %)

Represented Countries
Afghanistan, Argentina, Australia, Austria, Belgium, Brazil, Canada,  The Cayman Islands,
Croatia, Cyprus, Denmark, Estonia, Finland, France, Germany, Hungary, India, Ireland,
Israel, Italy, Latvia, Lithuania, Mexico, The Netherlands, New Zealand, Norway, Philippines,
Portugal,  Romania, Slovenia, South Africa, Spain, Sweden, Switzerland, Taiwan, Thailand,
Turkey, The United Kingdom, The United States, and International organisations (e.g.
INTERPOL or Europol).

Decrease in offline / increase in online
The result shows that the fallout from the pandemic has clearly affected online CSA crime
and has had an impact on offline CSA crime. The surveyed police officers reported that
lockdowns, social restrictions and school closures led to both adults and children spending
more time online, therefore increasing the risk of online CSA crime.

https://www.netclean.com/wp-content/uploads/sites/2/2021/01/NetCleanReport_COVID19Impact2020_spreads1200-1.pdf
https://www.netclean.com/wp-content/uploads/sites/2/2021/01/NetCleanReport_COVID19Impact2020_spreads1200-1.pdf


Online CSA activity and online reporting has increased
Law enforcement reported an increase in online activity, primarily in attempts to contact
children, in volumes of voluntarily self-produced CSAM, and in peer-to-peer downloads.
They also reported an increase in activity on the darknet.

Attempts to contact children
Eight in ten police officers reported an increase (considerable or moderate) in perpetrators
attempting to contact children online, whereas six in ten police officers reported an increase
in self-produced CSAM.

“From March to August, the online enticement reports doubled compared  to the year before,
from 11,658 cases in 2019,to 22,751 in 2020”
JOHN SHEHAN, Vice President, National Center for Missing and Exploited Children

Several police officers commented that the lockdowns and social restrictions during the
COVID-19 pandemic affected how isolated children were, increasing their risk for
victimisation.

A number of officers reported differences in behaviour. The idea here is that predators
change the kinds of platforms they use, perhaps using streaming platforms used by
schools, for instance, or becoming more aggressive in moving from victim to victim.

“The volume of cases has simply increased. Children who are victimized by sextortion have
fewer resources for help due to isolation, meaning the extortion gets very bad before adults
are aware of it and intervene.”

“I have seen more kids seeming to self-produce out of boredom  or thinking it is a game. I
have also seen a drastic lowering in ages of self-producing victims, down to kindergarten.”

“With kids being stuck at home, I think that predators feel that they have a large victim pool.
In the chat evidence that I have reviewed they seem to jump from victim to victim faster than
before and put less effort into grooming and more effort into finding a susceptible victim”



“I see a direct correlation between the increase of online child sexual abuse crime and the
increase in screen time during the pandemic”
JOHN PIZZURO, NJ ICAC Commander, New Jersey State Police

Another finding is that the pandemic has affected law enforcement’s ability to
investigate or follow up on crimes. There are two key dynamics here. One is that there
are simply more reports coming through, but agencies have the same amount of staff
and resources. The other is that staff are furloughed or working remotely and so
cannot investigate cases to the extent they did previously.



NGO / CSO Reports

International Child Sexual Exploitation database
https://www.interpol.int/en/Crimes/Crimes-against-children/International-Child-Sexual-Exploit
ation-database

Interpol. Not explicitly about global south but some helpful very high-level figures
“64 countries” suggests that this is not just a Global North issue

The study identified a number of alarming trends:

● The younger the victim, the more severe the abuse.
● 84% of images contained explicit sexual activity.
● More than 60% of unidentified victims were prepubescent, including infants and

toddlers.
● 65% of unidentified victims were girls.
● Severe abuse images were likely to feature boys.
● 92% of visible offenders were male.

https://www.interpol.int/en/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database
https://www.interpol.int/en/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database


Canada Cybertip.ca Analysis
https://www.protectchildren.ca/en/resources-research/child-sexual-abuse-images-report/

Child Sexual Abuse Images on the Internet: A Cybertip.ca Analysis was based on the review
of close to 152,000 reports and examined 43,762 unique images and videos classified by
Cybertip.ca as child sexual abuse material.

This 2016 report highlights the serious prevalence of child sexual abuse material on the
internet and the need for more to be done to identify the children portrayed in the images
and videos, stop offenders, and reduce the availability and continued distribution of this
content.

The harsh reality is 78% of the images and videos analyzed by Cybertip.ca depict children
under 12, with the majority (63%) of those being under 8 years of age.

— Findings from Child Sexual Abuse Images on the Internet: A Cybertip.ca Analysis

Again, not Global South but these figures tend to match up with some of the INTERPOL
findings

● 78% of the images and videos assessed depicted very young, prepubescent children
under 12 years old.

● 63% of those children under 12 years old appeared to be under 8 years of age.
● 7% of those children under 8 years old appeared to be babies or toddlers.
● 80% of the children were girls.
● 77% of the children’s faces were visible in the images and videos.
● 50% of the images and videos involved explicit sexual activity/assaults and extreme

sexual assaults.
● 54% of the abuse acts against children under 12 years old involved explicit sexual

activity/assaults and extreme sexual assaults.
● 60% of the abuse acts against babies and toddlers involved explicit sexual

activity/assaults and extreme sexual assaults.
● 69% of the images and videos appeared to be in a home setting, of which 70%

captured explicit sexual activity/assaults and extreme sexual assaults.
● 83% of the adults visible in the images and videos were males.
● 97% of the content involved explicit sexual activity/assaults and extreme sexual

assaults when adult males were visible with the children in the images and video.

https://www.protectchildren.ca/en/resources-research/child-sexual-abuse-images-report/


Online Sexual Exploitation of Children in the Philippines
https://freedomcollaborative.org/newsletter-archive/study-reveals-dramatic-rise-in-the-preval
ence-of-internet-based-child-sexual-exploitation-in-the-philippines

This new report presents the results of the study led by International Justice Mission (IJM) in
partnership with the U.S. Department of State Office to Monitor and Combat Trafficking in
Persons, and the Philippine government, to analyze data from domestic and international
law enforcement agencies. Fourteen partners representing governments, law enforcement,
researchers, and non-governmental organizations collaborated on this project, with eight of
them sharing casework data or case histories.

Documented rise in cases
The findings shed more light on the distressing nature of the crime. Within three years, the
estimated prevalence rate of internet-based child sexual exploitation in the
Philippines more than tripled – from 43 out of every 10,000 Internet Protocol (IP)
addresses used for child sexual exploitation in 2014 to 149 out of every 10,000 in
2017.

The study examines data from across three major sources: CyberTipline reports submitted
by ESPs to the National Center for Missing & Exploited Children (NCMEC); a survey of
OSEC cases investigated by some of the law enforcement agencies engaged in the Virtual
Global Taskforce (VGT); and the case files of OSEC cases originating in the Philippines that
have been referred to or investigated by Philippine law enforcement. The methodology of the
study comprises three steps: to estimate the baseline prevalence of internet-based child
sexual exploitation (CSE) and OSEC in the Philippines; to assess the nature of OSEC in the
Philippines during the baseline time period; and to examine the country as a global hotspot
for OSEC during this time period.

Overall, the study’s findings suggest that OSEC is a serious and growing problem in
the Philippines, perpetrated by a unique type of offender and affecting very young
children.

There’s some great stats and graphs in the summary report.

https://freedomcollaborative.org/newsletter-archive/study-reveals-dramatic-rise-in-the-prevalence-of-internet-based-child-sexual-exploitation-in-the-philippines
https://freedomcollaborative.org/newsletter-archive/study-reveals-dramatic-rise-in-the-prevalence-of-internet-based-child-sexual-exploitation-in-the-philippines
https://freedomcollaborative.us3.list-manage.com/track/click?u=e323dbc8f8994ddfa89b52298&id=9d196e1de3&e=d59f6d4ff0




Rapid Evidence Assessment
Corinne May-Chahal, Emma Palmer with Steve Dodds and Steve Milan
https://www.iicsa.org.uk/key-documents/3719/download/rapid-evidence-assessment-charact
eristics-vulnerabilities-victims-online-facilitated-child-sexual-abuse-exploitation.pdf

Characteristics and vulnerabilities of victims of online-facilitated child sexual abuse and
exploitation

Useful as a template for presenting this work as it’s similar in many ways to this rapid
review. Has Glossary, quick overview of methodology, etc.

“What do we know and can be confident about?”
● Girls are more likely to be victims of reported online-facilitated CSA;
● Adverse childhood experiences such as physical and sexual abuse and
exposure to parental conflict makes children more vulnerable to online
victimisation;
● Above average internet use increases vulnerability when interacting with
other characteristics, such as having a disability or low self-esteem;
● In approximately one quarter of reported cases, the perpetrator is a
family member.

Study focuses on US and European countries, but notes the ethnicity of victims…
“it is notable that most of the self-generated content harvested from websites in the IWF
study (2015++) appeared to involve children and young people described as ‘from overseas’.
This assessment was based on analysis of principally video content where background
items, regional accents and explicit references make it possible to determine geographic
location (IWF, 2015++).”

https://www.iicsa.org.uk/key-documents/3719/download/rapid-evidence-assessment-characteristics-vulnerabilities-victims-online-facilitated-child-sexual-abuse-exploitation.pdf
https://www.iicsa.org.uk/key-documents/3719/download/rapid-evidence-assessment-characteristics-vulnerabilities-victims-online-facilitated-child-sexual-abuse-exploitation.pdf


Measuring the scale and changing nature of child sexual abuse and child
sexual exploitation
Professor Liz Kelly and Kairika Karsna July 2017
https://www.csacentre.org.uk/documents/scale-and-nature-scoping-report-2018/

These are quite dated figures and note they are for CSA not CSE, although the study
also notes that there is overlap between these and the definition of ‘abuse’ is very
open ended
“Several meta-analyses have been undertaken, and the best estimates they reach are noted
below.

Two focus on US studies only:
Bolen and Scannapieco (1999) 20% girls   7% boys
Gorey and Leslie (1997) 12–17% girls 5–8% boys

A further two others included international studies:
Stoltenborgh et al (2011) 18% girls 7.6% boys
Pereda et al (2009) 19% girls 7.9% boys

One meta-analysis draws only on recent research with young people:
Barth et al (2013) 15% girls 8% boys

Whilst all are in a similar range, there are not inconsiderable differences across the
estimates, with figures for girls ranging 12–20% and for boys 5–8%.

Here’s a good overview of the ‘barriers to reporting’ and the way that impacts the data
that is available
It is generally recognised that administrative data underestimates the scale of CSA and CSE
because:

● Most CSA remains hidden and is never reported to, or uncovered by, an official
agency.

● There is a time lag between experiencing CSA and reporting it, with many cases only
reported in adulthood (Office of the Children’s Commissioner, 2015), and we do not
have a reliable measurement of how the rate of disclosure has changed over time.

● Recording cases as CSE is relatively recent, with some agencies yet to do it at all,
alongside inconsistencies in allocating the categories.

● Not all reports are recorded – an issue in both police recorded crime and child
protection data.

● Recording practices vary across agencies, administrative areas and over time; not all
referred or reported cases are recorded in child protection data.

https://www.csacentre.org.uk/documents/scale-and-nature-scoping-report-2018/


Factsheet: Child Sexual Exploitation and Abuse
https://homeofficemedia.blog.gov.uk/2019/11/05/factsheet-child-sexual-exploitation-and-abus
e/

Again, UK based but provides some basic figures around prevalence

● Law enforcement agencies in the UK are currently arresting around 450 individuals
and safeguarding over 600 children each month through their efforts to combat online
CSE.

● In the UK alone, it is estimated there are 80,000 people who present a sexual threat
to children online.

● Statistics from the National Crime Agency (NCA) show that last year 2.88 million
accounts were registered globally across the most harmful child sexual abuse dark
web sites, with at least 5% believed to be registered in the UK.

https://homeofficemedia.blog.gov.uk/2019/11/05/factsheet-child-sexual-exploitation-and-abuse/
https://homeofficemedia.blog.gov.uk/2019/11/05/factsheet-child-sexual-exploitation-and-abuse/


What Works to Prevent Online and Offline Child Sexual Exploitation and
Abuse?
https://www.unicef.org/eap/media/4706/file/What%20works.pdf

Review of national education strategies in East Asia and the Pacific 2020
“This review of national education strategies to prevent child sexual exploitation and abuse
in East Asia and the Pacific seeks to bring together global findings and promising practices
from the region on what works to prevent child sexual exploitation and abuse both online and
offline, to consolidate the evidence base, identify standards for good practice and highlight
gaps in evidence and knowledge”

Technology has made it  much easier  for  child  sex offenders to  communicate
anonymously with other child sex offenders, to access, produce and disseminate child
sexual abuse material (CSAM), communicate with  children, groom  children and to
participate in virtual sexual  encounters with children without ever leaving their home.

The production and dissemination of CSAM appears to be rapidly increasing. The
2018 annual report of a British charity, Internet Watch Foundation (IWF), indicated an
increase of 34 per cent in the number of CSEA reports compared to 2017 (IWF, 2018).

Live streaming of sexual violence against children has increased. This particular form
of violence is often facilitated through the dark web or through peer-to-peer platforms using
cryptocurrencies or other non-traceable payment methods to make it hard for law
enforcement to trace the perpetrators. Research by IWF (2018b) to better understand the
profiles of children depicted in CSAM and online sexual abuse found that of the 2,082

https://www.unicef.org/eap/media/4706/file/What%20works.pdf


images and videos  included in the study, almost all were children assessed as 13 years or
younger (98 per cent), most of whom were girls (96 percent).

Hotlines in the INHOPE network work together to investigate reported CSAM and remove
illegal content as quickly as possible. In the East Asia and Pacific region, Thailand,
Cambodia, the Philippines, Australia, New Zealand, Japan, and South Korea are members
of INHOPE (INHOPE, 2018). INHOPE reported in 2018 that the volume of reports their
hotlines are receiving is increasing.4 INHOPE hotlines found 223,999 illegal images and
videos, 58 percent of which were removed within three days. Of these, 91 per cent involved
children aged under 13, and 80 percent were female.

Little is known about online CSEA in the Pacific region
Where studies do include the Pacific region, this tends to be limited to New Zealand and
Australia (e.g., Choi, 2017). However, a 2018 UNICEF report  includes  some  anecdotal
incidents  of  CSAM  in  the  Solomon  Islands,  Fiji and  Papua  New Guinea. For example,
the research team in Fiji reported cases in which video stores were producing pornographic
videos featuring young indigenous Fijian and Indo-Fijian girls in their ‘backroom’.



Types of children that are particularly vulnerable to sexual exploitation

Some basic stats on internet use amongst children
“As the Internet, particularly mobile broadband, becomes more accessible and affordable in
Asia and the Pacific, the abovementioned trend is also becoming evident in the region. In
India, it is estimated that 134 million children have mobile phones. In Indonesia, roughly 60%
of children access the Internet through mobile devices.4In the Philippines, around half of the
44 million Internet users are children aged 17 years old and below. In Thailand, 58% of
children aged 6-14 years are using the Internet. Meanwhile a study conducted by the China
National Youth Palace Association in 2014 in 18 cities found that 72% of children aged 10 or
under in China owned a mobile phone, and 30% of children under 6 years have used a
tablet. It also noted that age 10 was the turning point when children used the Internet not
only for online gaming, but also for entertainment, communication, learning and
self-expression. By age 13, children become not only online content consumers, but also
creators.”

Some stats on exploitation in Asia…
“The Indonesia National Center for Children reports that 18,747 had been sexually exploited
through the Internet from 2011-2015,9 while in Singapore, a 2014 McAfee survey revealed
that one in three children have had experience with cyberbullying. Despite these incidents, a
2015 study by Stairway Foundation and the Department of Education in the Philippines
found that half of the children polled lacked awareness of the risks and dangers that they
face on the Internet.”



Child Online Protection in India
UNICEF 2016
https://www.icmec.org/wp-content/uploads/2016/09/UNICEF-Child-Protection-Online-India-p
ub_doc115-1.pdf

“In India, it is estimated that about 134 million children have mobile phones. The number is
growing by leaps and bounds. Also, with broadband expansion, these children will have
faster access to internet by 2017”

In 2012, Telenor India did a study on child online safety in 12 countries and found that
children in India are in the highest risk category due to a combination of increased
access enabled by affordable Internet and smartphones, and low resilience with parents and
children lacking the knowledge of how to safeguard themselves against different cyber
threats.

Telenor & BCG, 2012. Building Digital Resilience.
www.telenor.com/morethan/wp-content/uploads/2016/05/Telenor-report-Building-Digital-Resil
ience.pdf

https://www.icmec.org/wp-content/uploads/2016/09/UNICEF-Child-Protection-Online-India-pub_doc115-1.pdf
https://www.icmec.org/wp-content/uploads/2016/09/UNICEF-Child-Protection-Online-India-pub_doc115-1.pdf
http://www.telenor.com/morethan/wp-content/uploads/2016/05/Telenor-report-Building-Digital-Resilience.pdf
http://www.telenor.com/morethan/wp-content/uploads/2016/05/Telenor-report-Building-Digital-Resilience.pdf


High online bullying rates…
“A study commissioned by Microsoft in 2012 ranked India third for high online bullying rates
(after China and Singapore) among 25 countries where the survey was conducted. The
study noted that half of the children aged 8–17 years in India who responded to the survey
said that they had been subjected to a range of online activities that some may consider to
be online bullying or to have adverse effects. About 22 percent reported being subjected to
mean or unfriendly treatment, 29 percent had been made fun of or teased and 25 per cent
had been called mean names. The findings of recent research indicate similar or higher
rates of cyberbullying in India with a significant number of children reporting having
witnessed some acts of cyberbullying.”



Harassment and ‘cruel behavior’
As per the Teens, Tweens and Technology Survey commissioned by Intel Securities in India
in 2015, 43 per cent of children active on social media claimed to have witnessed cruel
behaviour on social networks, while 52 percent of children indicated that they had
themselves bullied people over social media.

But no figures on CSA or CSE in India
“The precise number of child victims of online sexual exploitation in India or across the world
is unknown.”

The report does provide some singular cases taken from headlines and the press, .e.g “A
shocking history of rape and blackmail in Hyderabad”

Given the context in which children are often unaware that an offence has occurred for which
they can seek justice, the identification and reporting of online offences by children or adults
is rather limited.

Some of the underlying causes of non-reporting of online offences in India are as follows:
● Online offences are viewed as minor and not harmful to the child (e.g., emotional

violence and not very severe physical harm).
● For cases that are considered to be serious (e.g., generally offences that are sexual

in nature), reporting may be considered a non-option due to fear of stigmatization of
the victim. For instance, when reporting abuse, girls risk being blamed for their real or
perceived role in the occurrence of the offence

● And several more… These points gesture to the myriad hurdles that prevent
children from reporting these as crimes to the relevant authorities or to their
parents or caregivers.



Out of the shadows: Shining light on the response to child sexual abuse and
exploitation
The Economist 2019
https://outoftheshadows.eiu.com/wp-content/uploads/2019/01/Out-the-Shadows-Whitepaper.
pdf

“It is based largely on a country-level benchmarking index that evaluates how
stakeholders are responding to the scourge of sexual violence against children in 40
selected countries. They include: Albania, Argentina, Australia, Brazil, Cambodia,
Canada, China, Egypt, El Salvador, France, Germany, India, Indonesia, Italy, Jamaica,
Japan, Kazakhstan, Kenya, Malaysia, Mexico, Mongolia, Mozambique, Nigeria,
Pakistan, Philippines, Romania, Russia, Rwanda, Serbia, South Africa, South Korea,
Sri Lanka, Sweden, Tanzania, Turkey, the UAE, Uganda, the UK, the US and Vietnam.”

“A team of in-house researchers from The Economist Intelligence Unit collected data for the
index from February to December 2018. Wherever possible, publicly available data from
official sources have been used.”

• Child sexual abuse and exploitation are ubiquitous and pressing concerns
for both wealthy and poor countries alike. There is no link between the
prevalence of sexual violence against children (proportion of the population that
has experienced it) and a country’s economic and financial status.

When comparing rich to middle income or poorer countries…
“the socioeconomic drivers that are linked to other health and development issues do not
necessarily apply when it comes to sexual violence against children.”

https://outoftheshadows.eiu.com/wp-content/uploads/2019/01/Out-the-Shadows-Whitepaper.pdf
https://outoftheshadows.eiu.com/wp-content/uploads/2019/01/Out-the-Shadows-Whitepaper.pdf


Overlooking boys…
“Boys are barely addressed in some legal frameworks thatcover sexual violence against
children, nor are they the focus of much governmental attention. Child rape laws injust under
half (19) of the 40 countries in the index lack legal protections for boys, or do not make such
information explicit or available. Only 18 of the 40 countries collect prevalence data about
boys on CSA, and just five do so on CSE.”

““Males as victims is the taboo of taboos,” says Ms Wekerle. There is work to be done
around attitudinal change and giving boys the language and tools to feel comfortable with
disclosing sexual abuse. Ms Wekerle’s research shows that boys may not even be aware
that they have been sexually abused because they are sometimes
coached by perpetrators on how to interpret their experiences.”

Nice quote that stresses how Global South follows Global North in this threat
aspect…
“It is absolutely crystal clear that the arrival of fast broadband in a particular country will be
followed by the patterns of offending behaviour that we’ve seen in richer countries.”
-John Carr, expert adviser, European NGO Alliance for Child Safety Online



Child Online Protection in Rwanda
2020
https://5rightsfoundation.com/uploads/cop-in-rwanda-report.pdf

“Children in the global North are disproportionately higher internet users, compared to other
age groups (Bulger, Burton, O’Neill, & Staksrud, 2017).Their access to and use of ICT
devices, their experience of harms, and the impacts of internet use has been intensely
investigated. These same quantities, however, are relatively unknown for children in the
global South. Research on children’s internet use in Africa is still in its infancy and at present
only a small body of literature exists.”

Officially the worst way to graph this information :-) but the stats are there

There is no data on children’s online use, nor really of COP in Rwanda at all, but the
study argues that
“Rwandan children are arguably particularly vulnerable, due to the rapid increase in access,
unawareness of all possible risks and no apparent safeguards in place.”

i.e. you’re going from a society with very little internet access and low digital literacy,
and rapidly becoming a society with internet access but children and even adults are
not really aware of what the risks and dangers of life online are

“At the time of policy development, 52.8% of the Rwandan population are online, an over
25% increase over the previous years.”

“When asked about knowledge of risks faced by children online, four key risks were
identified; exposure to pornography; unwanted teenage pregnancy; GBV in the online
environment; and online security.”

https://5rightsfoundation.com/uploads/cop-in-rwanda-report.pdf


Child Online Protection in the MENA Region
August 2016
https://www.researchgate.net/publication/309771524_Child_Online_Protection_in_the_MEN
A_Region

“This report addresses the current state of protection against online child sexual exploitation
in the region of the Middle East and North Africa (MENA)—focusing on the four target
countries of Algeria, Egypt, Jordan, and Morocco. This research is a synthesis of a broad
international literature review with data collected through in-country visits;”

Child as passive subject in need of protection
“Across the region, many stakeholders – including those actively working on child protection
– did not profess a consistent conceptualisation of children as active agents.”

Protect extreme cases while overlooking everyday exploitation
Current efforts to prevent and respond to SEC Online are generally focused on the most
extreme cases of abuse, with little concern for ‘everyday’ abuses such as certain forms of
grooming, cyberbullying, and others.

Regional norms exacerbate some of these issues
“This danger is somewhat exacerbated in the region under
study, given the recognized patterns of victim blaming and taboo around sexual offences as
well as what might be considered age-appropriate normative sexual exploration and
development amongst adolescents,”

https://www.researchgate.net/publication/309771524_Child_Online_Protection_in_the_MENA_Region
https://www.researchgate.net/publication/309771524_Child_Online_Protection_in_the_MENA_Region


Global Threat Assessment
We Protect Global Alliance, 2019
https://www.end-violence.org/sites/default/files/paragraphs/download/Global%20Threat%20
Assessment%202019.pdf

“a global, comprehensive view of technological change, victim vulnerability, offender
behaviour and the intersection point at which child sexual exploitation and abuse (CSEA) is
most prevalent.”

https://www.end-violence.org/sites/default/files/paragraphs/download/Global%20Threat%20Assessment%202019.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/Global%20Threat%20Assessment%202019.pdf


“The scale, severity and complexity of online CSEA is increasing at a faster pace than those
aiming to tackle the activity can respond, with referrals from industry and law enforcement
partners reaching record highs.”

Perhaps a useful way of explaining the coming together of different dynamics to
increase online risks

Changes since the last report one year ago (2018 vs 2019)...



20 countries with highest rate of absolute internet growth (2018-2019)
Useful to show that, while internet access is “status quo” for Global North, coming
online is still a dramatic shift for those in the Global South

“Between 2014 and 2018, the number of child sex abuse URLs removed per
annum has more than tripled, rising from 31,226 to 105,047 in 2018.”

One CSAM-hosting website received 6.5 million views in its first month of operation
INTERPOL identified a website on the surface web that, from its appearance in November
2018, received 6.5 million views in its first month of operation, stabilising at 4.67 million
views per month.



Stats from China, though study notes underreporting problem
“Recent statistics released by Chinese courts show that victims and abusers in child sexual
abuse cases first connect via the internetin approximately 30% of all reported cases.
However, court officials note that “childsexual abuse is a significantly under-reported crime
since it often happens in private” and that many do not enter legal processes due to
“objective and subjective reasons”, including victim fear and challenges in obtaining
evidence.”

A very useful table providing a kind of typology of risk indexed against age
These are risks, rather than correlations, of course, but the ages match up with some of the
youngest victims of CSA and CSE in other studies.



In-game currency as a new vector for offenders to find and recruit children

Some more statistics from non-OECD countries…
Cameroon, The Gambia, Kenya, Togo and Uganda
54% of children have seen someone of their age in CSAM online, and about 10% of children
have been approached by online contacts to share sexualised images (ref 92 in report)

Mexico
12,300 internet accounts were distributing CSAM in Mexico in 2017 (ref 93 in report)

Two cases from Peru



Legislation is there but definitions are patchy, understanding of internet/online lags,
and criminalisation and enforcement is haphazard



Operation Delego and Dreamboard
https://www.justice.gov/opa/pr/kenyan-child-pornography-producer-sentenced-life-prison-part
icipation-dreamboard-website
https://en.wikipedia.org/wiki/Operation_Delego
2015

Operation Delego[1] is a major international law enforcement [2] investigation launched in
2009, which dismantled an international pedophile ring that operated an invitation-only
Internet site named Dreamboard which featured incentives for images of the violent sexual
abuse of young children under twelve, including infants. Only 72 charges were filed against
the approximately 600 members of Dreamboard due to the extensive encryption involved.
Members were required to upload new material at least every 50 days to maintain their
access and remain in good standing.

Might be useful as a kind of case study to show the global nature of CSA and CSE,
while grounding some of these international stats in a specific example
Launched in 2009 by federal law enforcement, Operation Delego resulted in the arrest of 52
people in 14 countries including Canada, Denmark, Ecuador, France, Germany, Hungary,
Kenya, the Netherlands, the Philippines, Qatar, Serbia, Sweden and Switzerland

https://www.justice.gov/opa/pr/kenyan-child-pornography-producer-sentenced-life-prison-participation-dreamboard-website
https://www.justice.gov/opa/pr/kenyan-child-pornography-producer-sentenced-life-prison-participation-dreamboard-website
https://en.wikipedia.org/wiki/Operation_Delego


Child Online Safety Index (COSI)
The DQ Institute, 2020
https://www.dqinstitute.org/wp-content/uploads/2020/02/2020COSIReport.pdf

Methodology…
The data of the COSI was collected from 145,426 children and adolescents in Australia,
China, Colombia, Dominican Republic, Ecuador, Egypt, Hong Kong, India, Indonesia, Italy,
Japan, Malaysia, Mexico, New Zealand, Nigeria, Nepal, Oman, Philippines, Peru, Saudi
Arabia, Singapore, South Africa, South Korea, Spain, Thailand, Turkey, UK, Uruguay, US,
and Vietnam. The data was collected between 2017 and 2019 as part of the #DQEveryChild,
a strategic global movement to empower children with comprehensive digital citizenship
competencies from the start of their digital lives using online education and assessment
programs of DQ World. The movement started in Singapore with the support of Singtel and
has quickly expanded in collaboration with the World Economic Forum to include over 100
partners organizations.

https://www.dqinstitute.org/wp-content/uploads/2020/02/2020COSIReport.pdf


“No nation, even those ranked highly, has cause for complacency. What we are witnessing is
a global cyber-pandemic with high exposure to multiple forms of online risks threatening
children across all the countries we surveyed.” -Dr Yuhyun Park, Founder of the DQ Institute



6 pillars of COSI
Some of these, of course, are certainly debatable. For instance, what is “excessive screen
time”, when should or shouldn’t children have “mobile ownership.” Yet the broader point is
that this isn’t simply a technology problem, but rather is shaped by legal frameworks, civic
engagement, digital literacy skills, etc.



The State of the World’s Children 2017: Children in a Digital World
UNICEF
https://www.unicef.org/media/48581/file/SOWC_2017_ENG.pdf

This is one of Unicef’s flagship reports and runs to 200+ pages. Every year it is
focused on something different, so this 2017 focused on the ‘digital world’ is the most
recent relevant one. Despite this, there really isn’t global or country-comparison data
of prevalence of online harms. Much of the report consists of anecdotes about certain
cases (both positive and negative use of networked technologies) or quotes from
children in specific countries. I’ve pulled out a few stats, quotes, and case studies
that might be helpful.

https://www.unicef.org/media/48581/file/SOWC_2017_ENG.pdf


Typology of ICT-related harms for children

A number of the experts interviewed here make connections between offline and
online harms
A 2015 report by the UN Broadband Commission for Digital Development titled Cyber
Violence Against Women and Girls:A world-wide wake-up call notes, “Violence online and
offline, or ‘physical’ VAWG [violence against women and girls] and ‘cyber’ VAWG, feed into
each other.”

The main takeaway here is that it doesn’t make sense to think of cyber-bullying as its own
thing,” a co-author of the study, Andrew Przybylski of the Oxford Internet Institute, told the
BBC. “If you’re a parent or you’re running a school or designing an intervention, [online and
offline bullying] are two sides of the same coin.”



RAGE in Malaysia
Another case study type story that could be used

With more than 7 out of 10 people online in 2015, Malaysia has seen rapid growth in internet
connectivity. But the pace of change in national laws and the social understanding of
internet-related crime has not always been so quick. In 2016, the R.AGE group of young
journalists set out to draw attention to some of these issues through a campaign backed by
UNICEF, among others.

In one secretly filmed sting, a 26-year-old reporter posed as a 15-year-old girl to meet a man
she had encountered on a mobile chat app. He tried to convince her to come to his hotel
room, telling her, “You’re not the only young girl I know. There are many.”

The R.AGE group’s videos went viral, with over 3.7 million views in just over six months,
starting a public debate and movement calling for stronger legislation. The facts were
undeniable: Grooming and online child sexual abuse occurs in Malaysia and is
perpetrated by Malaysian nationals. “It shocked me to find out how prevalent this issue
was in Malaysia,” wrote Samantha Chow, a R.AGE reporter.



GlobalKids Argentina
2016 Report
http://globalkidsonline.net/wp-content/uploads/2016/05/Country-report_Argentina_28-Oct.pdf

Global Kids obviously publishes a lot of different reports. I selected a few that were
specifically from low and middle income countries: Argentina, Brazil, Ghana, etc. GK
provides a rich source of online child safety information for the Global South, which
is poorly represented in surveys and datasets. I’ve pulled out some of the key stats,
particularly when they relate to sexual imagery, porn, requests for sexts, etc.

Negative experiences on the internet in the last year
In total, 8 out of 10 have experienced a negative situation on the internet. Four out of ten
adolescents interviewed had negative experiences quite often in the last year: 11% several
times a day, 12% every day or almost every day and 16% suffered negative experiences on
a weekly basis. Another 39% experienced disturbing situations in the last year, although not
as often as once a week, and 22% of adolescents stated that they have not experienced this
type of situations in the last year.

http://globalkidsonline.net/wp-content/uploads/2016/05/Country-report_Argentina_28-Oct.pdf


Access to images of sexual content
Almost 7 out of 10 interviewees (69%) saw images of a sexual nature on the internet in the
past 12 months: 26% said they saw images and were very upset, 23% claimed they saw
images and were a bit upset, and 20% said they saw images but were not upset at all. By
contrast, 29% of interviewees did not see these types of images.

Experienced Situations



GlobalKids Brazil
https://cetic.br/media/docs/publicacoes/2/TIC_Kids_2015_LIVRO_ELETRONICO.pdf
Dec 2016

Methodology
A total of 1,580 children aged 9 to 16 answered to the open-ended question in the
questionnaire

There are more detailed statistics around these in the report, but I’ve included this
table to gesture to the kinds of threatening and sexual content faced by children
online, some very young

Internet Access is double-edged
It’s worth noting the double-edged nature of internet access in the Global South. Across
numerous reports, they mention accessibility and the digital divide as stumbling blocks to
progress in countries where (relatively) low proportions of children have access to the
internet. The push here is to increase access to digital resources and services. And yet
internet access, of course, brings with it a whole slew of problems and threats.

RISKY BEHAVIOR
“The  ICT  Kids  Online  Brazil  2015  survey  revealed that  20%  of  Internet  users  aged  9
to  17 said they had received offensive treatment on the Internet, especially 15- to
17-year-olds who reported  feeling  bothered  online in  some  way  (24%). There  was  little
variation  in  the  2015 edition in estimates based on gender, family income and social class.
Substantial differences were observed among children living in urban (21%) as opposed to
rural (10%) areas.In addition, 12% of children reported having behaved offensively toward
others on the Internet. This type of behavior was reported by 13% of boys and 10% of girls,
a difference that cannot be considered relevant according to the margins of sampling error”

https://cetic.br/media/docs/publicacoes/2/TIC_Kids_2015_LIVRO_ELETRONICO.pdf




GlobalKids Ghana
December 2017
http://globalkidsonline.net/wp-content/uploads/2018/10/child-online-practices-Full-report-Fina
l-Sept-10.pdf

Simply seeing this content is one thing, but GK is also interested in whether the child
viewed it as a negative experience

http://globalkidsonline.net/wp-content/uploads/2018/10/child-online-practices-Full-report-Final-Sept-10.pdf
http://globalkidsonline.net/wp-content/uploads/2018/10/child-online-practices-Full-report-Final-Sept-10.pdf


Being asked for sexual content or acts is relatively low…

But sending sexual content or performing sexual acts is high…



GlobalKids Uruguay
May 2018
http://globalkidsonline.net/findingsuruguay/
The full report is in Spanish, but a press release summary in English was available.

• Many children and adolescents are aware of the risks that exist on internet.
Half of them say they do not feel entirely safe when they are online.

• A safe use of the internet involves support and mediation from responsible adults in
the life of the children. Almost 2 in 3 children and adolescents state that they “always” or
“almost always” receive advice from a responsible adult on how to use internet safely.
However, almost 3 out of 10 believe their parents know little or nothing about what they do
online.

• 28% of children and adolescents note that they have had negative
experiences online. Only half of them asked for help or discussed the incident with another
person.

• Parents are not always aware when their children contact online people they
do not know in person. While 42% of children and adolescents say they have been in
contact online or added as a friend someone they do not know, only 18% of adults say their
child has been in contact with someone they do not know.

GlobalKids Chile
2019
http://globalkidsonline.net/wp-content/uploads/2017/07/Chile-findings-report-FINAL.pdf

One idea would be to synthesize findings from Chile, Uruguay, Brazil, etc to create an
ad-hoc portrait of child safety in South America.

Method
The Global Kids  Online  Chile  survey  was  conducted between  August  and  November
2016  with  a representative  national  sample  (n=1,000) of  children  and teenagers who
are internet  users  aged between 9 and 17 and 1,000 parents or guardians (one per child
interviewed).

Negative Experiences
36%  of  the  children  and teenagers in  Chile had at  least one experience on the internet
that made them feel bad, while 59% of respondents report never having had such an
experience. Among those who had a negative experience, 50% sought support from an adult
(parents, caregivers, teachers, etc.).

Treated Badly
20% of  children  and teenagers  in  Chile  report having  been  treated  in  an offensive or
unpleasant manner by other people

Sexual Content
29% of respondents report seeing images of naked people or people having sex.

http://globalkidsonline.net/findingsuruguay/
http://globalkidsonline.net/wp-content/uploads/2017/07/Chile-findings-report-FINAL.pdf


Meta-Analysis / Systematic Reviews

Prevalence of Multiple Forms of Sexting Behavior Among Youth
A Systematic Review and Meta-analysis

Madigan, S., Ly, A., Rash, C. L., Van Ouytsel, J., & Temple, J. R. (2018). Prevalence of
Multiple Forms of Sexting Behavior Among Youth. JAMA Pediatrics, 172(4), 327.
doi:10.1001/jamapediatrics.2017.5314
Worth noting this is in JAMA, which is highly prestigious

Question
What is the prevalence of sexting behavior among youth?

Findings
Among 39 studies (with 110 380 participants) in this meta-analysis, the mean prevalences
for sending and receiving sexts were 14.8% and 27.4%, respectively, with prevalence rates
increasing in recent years and as youth age. The prevalences of forwarding a sext without
consent and having a sext forwarded without consent were 12.0% and 8.4%, respectively.

Meaning
Sexting is becoming a more common practice among youth

No significant difference between gender
It has been suggested that female youth and young adults may be more likely to sext due to
perceived pressure by malepeers to send nude images. Indeed, media portrayals of sexting
often implicate adolescent girls as the senders of naked photographs and adolescent boys
as the requesters. However, this popular belief and empirical proposition were not supported
by the present meta-analysis, which found no significant sex differences in the rate of
sending or receiving sexts.

Forwarding, rather than simply sending or receiving an ‘original’ sext can also be a
highly dangerous behaviour, because this can be done without consent
The negative outcomes of this behavior have increasingly gained attention in the media as a
growing number of cases highlight how the non consensual forwarding of sexts can lead to
harassment by peers, cyberbullying, or blackmailing. In extreme cases, the deleterious
effects of the nonconsensual forwarding of explicit photographs have been implicated in
youth suicide. Moreover, nonconsensual sexting maybe a prelude to or a marker of
in-person sexual assault. An Important caveat is that the sample sizes for the meta-analyses
on non consensual sexting were small, warranting additional research in this area.



Harms experienced by child users of online and mobile technologies
the nature,prevalence and management of sexual and aggressive risks in the digital age

Livingstone, S., & Smith, P. K. (2014). Annual Research Review: Harms experienced by
child users of online and mobile technologies: the nature, prevalence and management of
sexual and aggressive risks in the digital age. Journal of Child Psychology and Psychiatry,
55(6), 635–654. doi:10.1111/jcpp.12197

This is a pretty dated text now, 2014. However it’s been highly cited (400+ times) and
is by Livingstone, so worth examining for anything useful.

The authors essentially move through the different types of online risks, from
‘aggressive risks’ such as cyberbullying and online aggression to ‘sexual risks’ like
sexting and pornography.

The problem is that the ‘prevalence’ of these risks is more like a snapshot from a
particular town or particular study, e.g. X % of boys in a town in the UK, Smith and
Smith found Y% of girls experienced cyberbullying, etc. So there’s not really data at a
country or global level. The authors are more concerned with providing a kind of
typology of the various risks, showing they are risks through some basic prevalence
stats, and then talking about how to manage them.



The Prevalence of Unwanted Online Sexual Exposure and Solicitation Among
Youth

A Meta-Analysis

Madigan, S., Villani, V., Azzopardi, C., Laut, D., Smith, T., Temple, J. R., … Dimitropoulos, G.
(2018). The Prevalence of Unwanted Online Sexual Exposure and Solicitation Among Youth:
A Meta-Analysis. Journal of Adolescent Health, 63(2), 133–141.
doi:10.1016/j.jadohealth.2018.03.012

Purpose:
The objective of this meta-analysis was to provide a synthesis of studies examining the
prevalence of unwanted online exposure and solicitation of a sexual nature among youth,
and to determine if prevalence varies by youth age, gender, year of study data collection, or
study geographical location.

Method:
Eligible studies from January 1990 to January 2016 were identified utilizing a comprehensive
search strategy. Included studies examined the prevalence of unwanted online exposure and
solicitation in youth who ranged from 12 to 16.5 years. Two independent coders extracted all
relevant data. Random-effects meta-analyses were used to derive mean prevalence rates.

Results:
Thirty-one (37,649 participants) and nine (18,272 participants) samples were included in the
syntheses on unwanted online sexual exposure and solicitation, respectively. For online
exposure, the mean prevalence rate was 20.3% (95% confidence interval: 17.123.4). For
online solicitation, the mean prevalence rate was 11.5% (95% confidence interval:
9.413.6). Moderator analyses indicated that prevalence rates for unwanted online exposure
and solicitation have decreased overtime. Prevalence varied as a function of gender
(solicitations were higher for males), but not ageor geographical location.

Conclusions:
Approximately one in five youth experience unwanted online exposure to sexually
explicit material and one in nine youth experience online sexual solicitation.
Educational campaigns to raise awareness of Internet risks and safety strategies are
warranted.

Nice broad stat that could be used, “1 in five” “1 in 9” which is based on a
significantly large sample size. However worth noting this is 2018, I would venture to
guess this has increased with further children coming online in the last few years plus
COVID-19 - though very recent meta-analyses like this are hard to find.



Cyberbullying

Cyberbullying Among Adolescents and Children:
A Comprehensive Review of the Global Situation, Risk Factors, and Preventive Measures
https://pubmed.ncbi.nlm.nih.gov/33791270/

Zhu C, Huang S, Evans R, Zhang W. Cyberbullying Among Adolescents and Children: A
Comprehensive Review of the Global Situation, Risk Factors, and Preventive Measures.
Front Public Health. 2021 Mar 11;9:634909. doi: 10.3389/fpubh.2021.634909. PMID:
33791270; PMCID: PMC8006937.

Background: This systematic review comprehensively examines the global situation, risk
factors, and preventive measures taken worldwide to fight cyberbullying among adolescents
and children.

Methods: A systematic review of available literature was completed following PRISMA
guidelines using the search themes "cyberbullying" and "adolescent or children"; the time
frame was from January 1st, 2015 to December 31st, 2019. Eight academic databases
pertaining to public health, and communication and psychology were consulted. Additional
records identified through other sources included the references of reviews and two
websites, Cyberbullying Research Center and United Nations Children's Fund. A total of 63
studies out of 2070 were included in our final review focusing on cyberbullying prevalence
and risk factors.

Results: The prevalence rates of cyberbullying perpetration ranged from 6.0 to 46.3%,
while the rates of cyberbullying victimization ranged from 13.99 to 57.5%, based on 63
references. Verbal violence was the most common type of cyberbullying. Fourteen risk
factors and three protective factors were revealed in this study. At the personal level,
variables associated with cyberbullying including age, gender, online behavior, race, health
condition, past experience of victimization, and impulsiveness were reviewed as risk factors.
Likewise, at the situational level, parent-child relationship, interpersonal relationships, and
geographical location were also reviewed in relation to cyberbullying. As for protective
factors, empathy and emotional intelligence, parent-child relationship, and school climate
were frequently mentioned.

Conclusion: The prevalence rate of cyberbullying has increased significantly in the
observed 5-year period, and it is imperative that researchers from low and middle
income countries focus sufficient attention on cyberbullying of children and
adolescents. Despite a lack of scientific intervention research on cyberbullying, the review
also identified several promising strategies for its prevention from the perspectives of youths,
parents and schools. More research on cyberbullying is needed, especially on the issue of
cross-national cyberbullying. International cooperation, multi-pronged and systematic
approaches are highly encouraged to deal with cyberbullying.

https://pubmed.ncbi.nlm.nih.gov/33791270/




Cyberbullying Survey UNICEF
Sep 2019
https://www.unicef.org/press-releases/unicef-poll-more-third-young-people-30-countries-repo
rt-being-victim-online-bullying

One in three young people in 30 countries said they have been a victim of online
bullying, with one in five reporting having skipped school due to cyberbullying and
violence, in a new poll released today by UNICEF and the UN Special Representative of the
Secretary-General (SRSG) on Violence against Children.

Social Networks
Speaking out anonymously through the youth engagement tool U-Report, almost
three-quarters of young people also said social networks, including Facebook, Instagram,
Snapchat and Twitter, are the most common place for online bullying.

Method
Through the poll, young people were asked via SMS and instant messaging technology a
series of questions relating to their experiences of online bullying and violence, where it most
frequently happens, and who they think is responsible for ending it.

Worth noting this includes many Global South countries
More than 170,000 U-Reporters aged 13-24 years old participated in the poll including young
people from Albania, Bangladesh, Belize, Bolivia, Brazil, Burkina Faso, Côte d’Ivoire,
Ecuador, France, Gambia, Ghana, India, Indonesia, Iraq, Jamaica, Kosovo, Liberia, Malawi,
Malaysia, Mali, Moldova, Montenegro, Myanmar, Nigeria, Romania, Sierra Leone, Trinidad &
Tobago, Ukraine, Vietnam and Zimbabwe.

https://www.unicef.org/press-releases/unicef-poll-more-third-young-people-30-countries-report-being-victim-online-bullying
https://www.unicef.org/press-releases/unicef-poll-more-third-young-people-30-countries-report-being-victim-online-bullying


Cross-national aspects of cyberbullying victimization among 14–17-year-old
adolescents across seven European countries
Athanasiou, K., Melegkovits, E., Andrie, E.K. et al. Cross-national aspects of cyberbullying
victimization among 14–17-year-old adolescents across seven European countries. BMC
Public Health 18, 800 (2018). https://doi.org/10.1186/s12889-018-5682-4
https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-018-5682-4

Background
The aim of this cross-sectional study was to explore cybervictimization across seven
European countries, in relation to socio-demographic, Internet use and psychosocial
variables.

Methods
A cross-sectional school-based study was conducted in the participating countries:
Germany, Greece, Iceland, the Netherlands, Poland, Romania and Spain. Anonymous
self-completed questionnaires included sociodemographic data, internet usage
characteristics, school achievement, parental control, the Internet Addiction Test and
Achenbach’s Youth Self-Report.

Results
The highest rate of cyber victimization was found in Romania (37.3%) and the lowest
in Spain (13.3%). Multiple logistic regression analyses gave differing results between
countries. In Romania, Poland and Germany cyberbullying victimization was associated with
SNS use, whereas Internet use was associated with increased odds of cybervictimization
only in Romania. Cybervictimization was associated with greater internalizing behavior
problems in all countries analysed, and with externalizing problems in all except Romania.

Conclusions
Cyberbullying victimization is an on-going problem, which is subject to country-specific
socio-demographic factors and diverse patterns of current Internet use and its
development.

Nice point here about the shape that risks take depending on the sociocultural
dynamics of a particular country. We see this too in strongly patriarchal societies in
Africa or India for example, where researchers point out links between
hypermasculinity, misogyny, and online bullying or sexual aggression towards girls.

https://bmcpublichealth.biomedcentral.com/articles/10.1186/s12889-018-5682-4
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