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Glossary

Child Sexual Exploitation (CSE) is a broad term that encompasses all forms of child sexual
exploitation. This may include many of the other terms on this list, such as child sexual
abuse material, child sex trafficking, and others like sextortion. This is a broad way to talk
about the issue as a whole, rather than the individual and nuanced pieces.

Child Sexual Abuse (CSA) involves forcing or enticing a child or young person to take part
in sexual activities. The activities may involve physical contact and non-contact activities
such as involving children looking at, or in the production of sexual images, watching sexual
activities, encouraging children to behave in sexually inappropriate ways, or grooming a child
in preparation for abuse including via the internet.

Child Sexual Abuse Material (CSAM) refers to any content that depicts sexually explicit
activities involving a child. Visual depictions include photographs, videos, live streaming, and
digital or computer generated images indistinguishable from an actual minor. While this is
legally known as child pornography in the U.S., experts consider CSAM to be a better term
that foregrounds its abuse and resists framing it as merely another form of pornography.

Cyberbullying is a repeated series of aggressive, intentional acts, conducted through digital
platforms and devices, that inflicts willful harm on an individual.

Online Grooming is a process where an adult uses digital media and platforms to befriend
a minor and prepare them for a sexually abusive relationship.

Self-generated CSAM is material produced by children, depicting themselves. Such images
may be more or less sexualised, and may have been produced either freely or as a result of
coercion.

Sexting is defined as the “self-production of sexual images” or as the “exchange of sexual
messages or images” and “the creating, sharing and forwarding of sexually suggestive nude
or nearly nude images through mobile phones and/or the internet.”

Some phrasing and definitions taken from ECPAT’s
Terminology Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse, 2016,
https://www.ohchr.org/Documents/Issues/Children/SR/TerminologyGuidelines_en.pdf.



Executive Summary

1. More children are coming online

● 1 in 3 internet users are children, with more than 175,000 children going online for
the first time every day across the globe. Half of the 44 million internet users in the
Philippines, for example, are children 17 years old or younger.

● Online access, particularly in developing countries, takes place primarily through
mobile devices. In Indonesia, for example, roughly 60% of children access the
Internet through mobile devices. In India, it is estimated that about 134 million
children have mobile phones.

2. This migration online presents enormous opportunity but also grave risks

● Risks for children online range from discrimination, hate speech, and cyberbullying to
targeted advertising and privacy invasions.

● This rapid review focused on sexual risks: grooming or child sexual exploitation
(CSE), child sexual abuse (CSA), sexting, and pornography.

● One international meta-analysis, which compiled results on thousands of children,
found that approximately one in five youth experience unwanted online exposure to
sexually explicit material and one in nine experience online sexual solicitation.

● 18.4 million pieces of CSAM were referred to NCMEC in 2018; 39% of the CSAM
analysed by the IWF depicted children 10 and under.

● As internet access increases and everyday life becomes digitized, incidents of digital
harm also increase. For example, IWF noted a 34% increase in CSEA reports
between 2017 and 2018.
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3. COVID-19 has amplified these online risks

“I see a direct correlation between the increase of online child sexual abuse crime and the
increase in screen time during the pandemic” -John Pizzuro, NJ ICAC Commander, New
Jersey State Police

● Research consistently shows that increased time online exposes children to greater
risks of harm. At the same time, increased time online represents an opportunity for
children to develop the necessary protective skills. It also offers opportunities for duty
bearers to reach children with educational and other materials.

● Over 1.5 billion children worldwide have been affected by school closures related to
the pandemic, with many in lockdown at home.

● Since the pandemic started, many children are spending 6-7.5 hours online per day,
with around half that time dedicated to school work.

● Children use the internet to socialize with peers and communicate with teachers, as
well as to engage in relaxation and leisure activities, which are critical to their
wellbeing.

● Yet this increased screen time, much of it unsupervised, also leaves children
vulnerable to online sexual exploitation and grooming.

● In a study from Europe, half the children reported an increase in cyberbullying over
the lockdown period, and 3 in 10 reported an increase in cyberhate messages.

● In a survey of law enforcement across 39 countries, eight in ten police officers
reported an increase in perpetrators attempting to contact children online, and six in
ten officers reported an increase in self-generated CSAM.

● Families faced with reduced income may coerce their children into producing CSAM.

● Children may also generate CSAM as a way to earn money or out of boredom, not
knowing the risks. For instance, one 2021 UK study found an increase of 77% in
self-generated content compared to the previous year.

4. Data on CSA/CSE has significant gaps and constraints

● Child sexual abuse online is understood and measured differently across countries,
making cross-national comparisons difficult.

● Studies tend to be point-in-time rather than long-term studies, which might provide a
clearer picture of the effectiveness of interventions and changes over time.

● Gaps in evidence pertain to the prevalence of risks of harm, perpetrator profiles and
behaviours, children’s protective behaviours, efficacy of policy, campaign and
education interventions, as well as children’s own experiences of the issues.
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● Literature tends to be dominated by the global North, leaving holes in the evidence
base for the global South, with studies in Latin American only emerging recently and
studies on Africa being few and far between.

5. Yet what we do know suggests the same risks apply

“No nation, regardless of how they are ranked, has cause for complacency. What we are
witnessing is a global cyber-pandemic with high exposure to multiple forms of online risks
threatening children across all the countries we surveyed.” -Yuhyun Park, DQ Institute

● Experts and existing evidence suggest the same online risks of harm apply across
international contexts, albeit inflected by local norms and cultural dynamics.

● In a 2019 Unicef study featuring 30 countries, many in the global South, one in three
young people said they have been a victim of online bullying, with one in five
reporting having skipped school due to cyberbullying and violence.

● In Argentina, 8 out of 10 children interviewed had experienced an unpleasant
situation online in the last year, from bullying to violent imagery, and almost 7 out of
10 interviewees had seen images of a sexual nature.

● In Brazil, 4 out of 10 children said they saw someone being discriminated against in
the last year.

● In Ghana, 42% of children in one survey admitted talking about sexual acts with
someone online when they did not want to.

● In Cameroon, The Gambia, Kenya, Togo and Uganda, 54% of children have seen
someone of their age in CSAM online.

● Children that are vulnerable offline are also more vulnerable online. This means that
working children, migrant children, street children, minorities, and LGBT children are
particularly at risk, not least because they do not always have appropriate support
from trusted adults for their online engagements.

● Children report that concern about the risks they face can be a deterrent to their
online engagement.

6. Connectivity introduces new threats and requires that we foster new skills and
protective behaviours

“It is absolutely crystal clear that the arrival of fast broadband in a particular country will be
followed by the patterns of offending behaviour that we’ve seen in richer countries.”
-John Carr, expert adviser, European NGO Alliance for Child Safety Online

● Internet access constitutes a profound change, opening up many opportunities for
learning, connection and support.
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● But this dramatic shift can also expose vulnerable children to new risks and negative
experiences, especially when they and their parents lack digital literacy and
protective skills.

● For example, a 2012 study found that children in India are in the highest risk category
due to a combination of increased access enabled by affordable Internet and
smartphones, and low resilience with parents and children lacking the knowledge of
how to safeguard themselves against different cyber threats.

● A 2020 study suggested that Rwandan children are “particularly vulnerable, due to
the rapid increase in access, unawareness of all possible risks and no apparent
safeguards in place.”

● A 2015 study in the Philippines found that half the children lacked awareness of the
risks and threats they face on the internet.

● Research sponsored by ChildFund Australia has shown that first-time - and often
mobile first - child users are ill-prepared to deal with online safety risks. There are
also key gaps in policy and legislation, training of frontline support workers, and the
online safety skills and knowledge of parents/carers.

7. Online Safety Will Take Investment and a Holistic Approach

“Technology is very important, and it will continue to be in the future. It is hard to
communicate without it. Everything is here, on the cellphone. I can find information about
almost anything. I can talk to my friends whenever and wherever I want to. The world is
moving forward, and so we must do the same.” -12 year-old girl, Croatia

● There is an opportunity to strengthen digital skills and maximize the benefits of being
online for children and young people.

● Yet the online risks are also real and widespread, preventing children from fully
benefiting from the potential that digitization in terms of education, communication,
and overall well-being.

● As the UN General Comment demonstrates, this is an urgent and rapidly evolving
global issue that will require investment into research, integration with school
curricula, collaboration with technology providers, and strengthening of legislation.

● For instance, one 2019 study found that hundreds of countries have legislation
around sexual exploitation, but far fewer have concrete definitions, encompass
digitally-mediated versions of it, or offer tools and programmes to combat it.

● Strengthening online safety, then, is not just a “technology issue,” but requires a
holistic mixture of education programmes, legal frameworks, social infrastructure,
industry and civic engagement, and other initiatives.
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In their own words:
Children talk about the opportunities and dangers online

● “When I grow up I will use technology to work, have fun, create, get
informed, communicate, express, give my point of view.” (Uruguay, girl, 14)

● “I use it for my education, which has contributed to my success in school
and my family’s happiness.” (Jordan, boy, 15)

● “School should help me know the bad and good effects of technology, the
impacts.” (Fiji, girl, 12)

● “I don’t upload certain pics with which bad people can make dirty videos of
us.” (Bhutan, girl, 16)

● “Getting text from bad strangers, weird and nasty people [is a concern].”
(Malaysia, girl, 15)

● “Adults worry because we are not old enough to go online yet and it can
lead us down the wrong path.” (Central African Republic, girl, 10)

● “It is very distressing when you publish something [online] and suddenly
others attack you with no reason, without knowing you.” (Uruguay, girl, 14)

● “Internet violence is a type of psychological violence via messages, social
media etc. It is a lot worse than physical violence, because it leaves much
deeper scars.” (Croatia, girl, 13)

● “The solution is to teach computer skills from a young age so that in the
future we will be able to defend ourselves.” (Central African Republic, boy)

● “We can learn how to protect ourselves and ways to prevent it by talking to
someone or watching videos about how to prevent or protect or minimise all
the dangerous risks.” (Solomon Islands, girl, 12)


