
Guidelines for Online Communications with Youth 

  

XXXXX  and ChildFund México acknowledge and stand for the base lines of the 
Convention on the Rights of the Child which are:  

 

 Non-discrimination (Article 2)  
 Best interest of the child (Article 3)  
 Survival and development of the child (Article 6)  
 Children’s participation (Article 12)  

 

These values are the guidance to every action and behavior in our projects and programs, 
assuring child protection. 

 

In this document we provide guidance for the online and digital communications 
(WhatsApp, Line, Hangouts, Telegram, Skype and other platforms) with youth, mothers, 
fathers and caregivers in general.  

  

1. Group Objective  
a. Before the beginning of the activities, the objective, coexistence agreements 
and the information exchanges must be shared with all the group members  
b. The group will be removed as soon as the objective is met 

i.  The administrator must delete the historical file of the conversation 

ii.  Proceed to remove every member of the team  
iii. Delete group 

  

2. Timing 

a. The schedules will be defined for the conversation to happen in a certain time 
of the day (avoiding nighttime and dawn).  



b. If any of the members isn't complying with these guidelines, he/she will be 
remembered of the agreements established by the group itself. 

  

3. Group members 

a. In order to be a group member, the participants must be at least 15 years old 
and the must have signed consent from the mother, father or caregiver. 
b. Every member of the group must sign these guidelines before starting any 
conversation 

c. The administrators of every group must be at least 2 members of the 
technical team and / or CBI, in addition to a facilitator or Sponsorship assistant. 
d. It’s strictly forbidden to include outsiders of the organization or project. 
e. People who are unaware of children’s right and their responsibility as 
guarantor may not be added. 

  

4. Shared Content   
a. Sharing private content such as intimate, explicit sexual, violent or offensive 
photographs is strictly forbidden. It will be followed up and denounced according 
to the Olympia Law (legislative reforms aimed at recognizing digital violence and 
sanctioning crimes that violate people's sexual intimacy through digital means, 
also known as cyber violence). 
b. Any member who goes against the child protection policies will be penalized. 

i. If any member feels harassed or uncomfortable by comments from 
another member, or if someone becomes aware that a participant is 
bothering another, inside or outside the group, he/she should 
immediately notify the group administrator, who will have to inform the 
Manager and Coordinator of Child Protection of the Organization in less 
than 72 hours. 
ii. The Manager or Coordinator of Child Protection must attend to this 
situation and notify the corresponding area immediately. 
iii. If any member misuses the group, their mother, father or 
caregiver will be notified. Depending on the severity, the technical team 
will proceed based on the organization's regulations and policies. 

c. Sharing personal or social network data is strictly forbidden. 
d. Do not promote products and / or activities unrelated to the group's objective 



e. Do not share content that hasn’t been verified, such as fake news.    
f. It is important to take advantage of the group as a means of collective 
communication. Private conversations with members should not be promoted. 
g. In order to avoid misunderstanding and misinterpretation, there must be 
clarity in our messages. Promote clear and assertive communication. 

  

5. Use of the group  
a. No member is bound to remain in the group against their will.  

 

The violation of the after mentioned will be considered a serious misconduct and sufficient 
reason for the cancellation of any binding relationship with the organization XXXXX,  
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