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Summary of Key Policy Issues: Online Safety 
 

Context 

1. An increasing number of the worlds’ children are going online— and spending more time there than 
ever before. UNICEF estimates that a child goes online for the first time every half second.1 As a 
result, more than a billion children and young people under 25 have access to the internet.2 The 
COVID-19 related lockdowns and school closures are driving ever more children online to learn, play 
and socialize.3 Digital connectivity has potential to improve children‘s lives by increasing their access 
to information and learning, and expanding opportunities for self-expression and civic engagement. 

 
2. At the same time, online safety is an issue for all children. This includes those who are already living 

in vulnerable or marginalized situations and children who are not yet online. Support for children’s 
digital literacy is important even in contexts where internet connectivity is currently low, as children 
need the tools to protect themselves once they, inevitably, do get online.  

 
ChildFund Alliance Working Group on Online Safety: Working Definition of Children’s Online Safety. 

Children are empowered to use digital technology safely and responsibly as part of their healthy development.4 
 
3. While the threats children face online mirror those that exist “offline”, the internet and the design of 

digital services have expanded the ways in which potential abusers can exploit or abuse children, 
such as cyber-harassment, online child sexual exploitation and abuse (CSEA), criminal or financial 
exploitation and exposure to violent or hateful content. Online CSEA, in particular, is expanding 
exponentially.5 Yet, regulatory frameworks for children’s safety online are weak and poorly enforced.  

 
4. Unequal access to the internet threatens to accelerate inequality. The “digital divide”—the gap 

between those who have access to the latest technology and those who do not—is driven by a 
combination of poor infrastructure, high costs of access and low digital literacy. The divide exists 
between the Global North and Global South, urban and rural communities and across language and 
other boundaries. The result is that disadvantaged communities have less access, agency and ability to 
reap the dividends of increased internet access, risking further exclusion and widening inequalities.6  

 
5. Why and how frequently children connect to the internet depends on various factors. These include 

infrastructure improvements (e.g. availability and reliability of electricity, access to SIM cards, wifi, 
and fiber optic cabling), affordability (e.g. costs of data, smartphones and other devices), and 
accessibility (e.g. access to personal devices, mobile phones, internet cafes). Once connected, children 
tend to share content through social media, messaging apps, email, learning platforms, video chats, 
video sharing, online games and chatrooms. 
 

https://www.ecpat.org/wp-content/uploads/2017/05/SECO-Booklet_ebook-1.pdf
https://assets.publishing.service.gov.uk/media/5c178371ed915d0b8a31a404/Emerging_Issues_LNOBDW_final.pdf
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What behaviors and threats do children experience online? 

6. The table below presents a range of risks children face online as a result of the content they 
encounter, their contact with others (including virtual contact that leads to offline contact) and their 
own conduct. This includes both their intentional and unintentional harmful behavior. 

 
 SEXUAL HARMFUL / NON-SEXUAL COMMERCIAL / FINANCIAL 

CONTENT 
(CHILD AS 
RECIPIENT) 

Sexually-explicit material, 
child sexual abuse material 

(CSAM)/ child sexual 
exploitation material (CSEM) 

Violent content, hate speech, 
content related to self-harm, 
suicide and eating disorders, 

mis/disinformation 

Inappropriate advertising 
and marketing schemes, 

spam 

CONTACT 
(CHILD AS 
TARGET) 

Cyberstalking, 
technologically-enabled 
sexual exploitation and 

abuse, cyber-enticement, 
solicitation and grooming 

Cyberbullying, harassment 
and threats, recruitment and 

radicalization 

Usage tracking (cookies), 
data harvesting, other tools 

to collect and sell PII, 
financial scams 

CONDUCT 
(CHILD AS 
ACTOR) 

Sexting, otherwise creating 
and sharing sexually-explicit 

material 

Cyberbullying, harassment 
and threats, support for 

NSAGs and criminal gangs, 
recruiting peers 

Illegal downloads, hacking, 
gambling, illegal financial 

transactions, uncontrolled 
spending 

Adapted from: Safer Children in a Digital World: The Report of the Byron Review (2008) 
 
7. How children behave online, including the content they create and how they (or others) share it, 

impacts the nature and extent of the risks. For example, while a child may consent to sharing sexual 
images or messages with an intimate partner or friend, if they then share those images more widely it 
can lead to bullying, blackmail or grooming. This may lead to further abuse such as cyberstalking, 
harassment, financially-driven extortion, online CSEA, reputational harm and emotional distress.7 

 
8. Children face both online and offline risks that stem from online activity and it is not always possible 

to separate the two. For instance, children may be lured with money or gifts by offenders who entice 
them into creating and sharing sexual images of themselves or disclosing personally identifiable 
information (PII).8  Also, virtual contact that children initiate with peers or adults may lead to direct 

https://www.nytimes.com/2020/12/04/opinion/sunday/pornhub-rape-trafficking.html
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contact with people who intend to harm them. Importantly, the response frameworks that support 
the child survivor need to occur locally, regardless of whether the crime happened online or offline 
and often involve the same service providers.9 

 
9. As noted above, CSEA is increasing in the context of the COVID-19 pandemic. Reports indicate an 

increase in individuals searching for child sexual abuse material (CSAM) online as well as a significant 
increase in public reporting of CSAM when comparing 2020 to 2019.10 Deepfake pornography—non-
sexual images or videos of a person manipulated by artificial intelligence to create sexual content—is 
difficult to legislate against and becoming easier to make.11  

 
10. Children’s access to education and future economic opportunities may depend on how well they 

understand the digital world and who they share their data with.12 The rapid growth in data-driven 
technologies and companies profit from the collection and analysis of personal data—including social 
media firms and online retailers—raises additional risks related to children’s privacy and data 
protection.13  Misinformation or “fake news” can also cause problems by persuading children to take 
on distorted views that could cause them or others harm in the offline world.14 

 
11. Children are often exposed to sophisticated, non-transparent marketing practices in online games, 

mobile applications and social media sites, which they may not fully understand. Such online 
marketing can shape children’s behavior and development without them realizing it.15 As children 
have become more valuable targets of online advertising, and as profitable public influencers, they 
also face more legal liabilities and potential reputational disasters.16  

 

What are the consequences of online harm for children? 

12. Online violence and abuse of children can result in physical, emotional, social and economic 
consequences, as described in the grid below. Note that many of these can eventually lead to off-line 
harm, such as trafficking, forced prostitution, rape and recruitment for criminal activity. 

 

 
 
13. Negative experiences and harm online can create psychosocial and mental health problems for 

children, such as self-loathing, suicidal ideation, social isolation, reputational harm, depression, fear 
and anxiety. As a result, children may experience physical or behavioral problems, including 
unintended pregnancies, self-harm, substance abuse, lower rates of education attainment and 
addictive tendencies. Exposure to inappropriate content can impact interpersonal relationships and 
gender equality by distorting children’s understanding of consent and appropriate sexual behavior.  

https://www.technologyreview.com/2021/02/12/1018222/deepfake-revenge-porn-coming-ban/
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14. On a societal level, children’s access to inappropriate material can hinder social cohesion, especially 

in areas of high political or social instability. The rapid distribution of inflammatory content and hate 
speech via Facebook allegedly played a role inciting intercommunal conflict and violence in 
Myanmar.17 Harmful and inappropriate content can also reinforce gender, religious and/or cultural 
biases in ways that undermine children’s capacity to participate in and contribute to their 
communities and reduce digital dividends for girls and children living in marginalized situations.18 

 

Why are children vulnerable to online risks? 

15. The social-ecological model of violence prevention provides a useful structure for understanding the 
underlying risks and gaps leading to children‘s vulnerability online.  

 
Individual Level  

16. Children living in vulnerable or marginalized situations are at increased risk of online abuse and 
exploitation. They may be targets of hate speech, be more susceptible to extortion or manipulation or 
have less resources in their homes to protect them from online threats.  
 

17. Children’s level of digital literacy also directly affects their safety online. Many children lack the skills 
required to protect themselves from online dangers.19 Most children have limited understanding of 
data protection and the actions they can take to manage potentially harmful situations.  

 
Community Level 

18. The digital literacy of parents, caregivers and educators can impact children’s online safety. Parents 
and caregivers who have a low understanding of the digital controls that can protect children may be 
less likely to use them and equally less likely to help children develop into effective digital citizens.  

 
19. Peer groups can increase risks of online harm— and also can have mitigating impacts. Children may 

feel pressure to collect “likes”, share content and amass followers on social media. This pressure is 
often compounded by perceived pressure to follow and “like” celebrities and other “influencers”. But 
peers can also improve protection as children may be more likely to speak to peers about harmful or 
upsetting online experiences, rather than to parents, caregivers or teachers.20 

 
Societal Level 

20. International and regional legislation and policymaking related to children’s online safety is patchy, 
with a few notable advances, including the Committee on the Rights of the Child General Comment 25 
on children’s rights in relation to the digital environment (2021); the International 
Telecommunications Union (ITU) updated Guidelines on Child Online Protection (COP) (2020); and the 
European Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse, 
known as the ‘Lanzarote Convention,’ which includes online CSEA (2007). Momentum is currently 
building around a new Child Online Safety Universal Declaration. 
 

21. At the national level, data protection laws and regulation of technology service providers are 
generally weak or non-existent. Technological innovation and children’s digital behaviors often 
outpace legislators’ and policymakers’ ability to regulate it.21 Few countries have adopted laws to 
address online CSEA.22 Regulatory advances are primarily in the Global North. For example, the UK’s 

https://www.cdc.gov/violenceprevention/pdf/sem_framewrk-a.pdf
https://5rightsfoundation.com/in-action/uncrc-general-comment-on-childrens-rights-in-relation-to-the-digital-environment.html
https://www.itu.int/en/mediacentre/Pages/pr10-2020-Guidelines-Child-Online-Protecion.aspx
https://www.coe.int/en/web/children/lanzarote-convention
https://childonlinesafety.org/declaration/
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Age Appropriate Design Code, or Children’s Code, requires companies to develop apps, online games, 
and media sites that children access according to basic standards of protection by design.23  

 
22. Where effective laws and policies do exist, their enforcement is weak. Law enforcement agencies 

frequently lack the human and financial resources, technical capacity and appropriate legal tools to 
investigate cybercrimes.24 Lack of consistent indicators, data collection tools, global and national level 
research and general public awareness make it difficult to track children’s online safety and to identify 
trends and priority areas for action.   

 
23. Technological innovations can also increase risks to children. Improvements and changes to 

infrastructure, network coverage, processing power, storage and computer environments (like peer-
to-peer networks and the dark web) have changed the ways in which offenders produce and share 
CSAM, leading to increased livestreaming and on-demand CSEA. 25 This crime transcends national 
borders allowing perpetrators to abuse their victims from any location. 26 Some parental controls and 
safety settings are (intentionally) difficult to use while others, like tracking devices and geolocators, 
can inadvertently help those seeking to harm children.  

 
24. Child protection resources and support for child survivors of online abuse remains under-resourced 

and often lack effective referral mechanisms and partnerships with law enforcement. 27 Many 
contexts suffer from underfunded and overstretched social safety nets and children’s social services. 
Some support networks have become further burdened during the COVID-19 pandemic.  

 
25. Higher levels of instability, violence and/or state-controlled information can affect the information 

children are exposed to, increasing manipulation of information and prevalence of 
misinformation/disinformation. The emergence of new technologies has allowed non-state armed 
groups and criminal gangs to recruit new members, facilitate criminal activity, incite violent attacks 
and build online support for their group.28 

 

What is needed to make children safer online? 

26. Keeping children safe online requires action from a wide range of actors, including technology 
companies and other private sector actors, national policymakers and legislators, relevant line 
ministries, donors, law enforcement, child protection actors, educators and school staff, parents, and 
children themselves. These actions should collectively deliver the critical results and outcomes 
outlined below (paragraphs 27 – 37) to make children as safe as possible online. Progress against 
some outcomes is well underway while others need additional resourcing and attention. Emerging 
options for ChildFund Alliance are addressed later in the document (paragraphs 38– 39).  

 
Individual Level 

27. Children, particularly those living in the most vulnerable conditions, are digitally literate and 
effective digital citizens. 29 They have the digital, emotional and social skills needed to be (or become) 
responsible users of digital technologies, stay safe online and improve future opportunities. Tailored 
education/information helps them reduce exposure to online risk and understand online rights.  

 
Community Level 

28. Parents, caregivers and educators are effective digital citizens and able to support children in 
understanding and managing online risks. They understand and can identify the risks of life online and 

https://ico.org.uk/for-organisations/age-appropriate-design/
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can take action to protect and support children. They help mediate children’s online lives through 
effective dialogue and report harmful material to the appropriate authorities.  

 
29. A whole-of-school approach to online safety ensures that educators, school staff, parents and 

students are empowered to keep children safe online. Curricula include digital literacy and citizenship, 
focused on online safety and critically evaluating online content. Schools and education systems take 
a holistic approach to online access and safety, including for children living in vulnerable situations. 

 
30. Peer-to-peer networks are established and supported by schools and families to encourage children 

to share concerns about life online and report inappropriate content, conduct and contact. 
 
Societal Level 

31. National governments develop and enforce robust laws and regulatory frameworks that keep 
children safe online and prohibit all forms of online abuse. This requires laws that explicitly and fully 
prohibit cyberbullying, CSEA and link offline and online crimes. Sufficient resources are allocated to 
support timely and effective investigations and prosecutions.  

 
32. Technology firms comply with policies and accountability measures that prioritize children’s rights to 

privacy, protection and participation. They work with children and families to design controls that are 
easy to use, help protect children and promote the benefits of life online, including for children who 
speak non-dominant languages.30 National protocols restrict exploitative use of social media and 
promote user-friendly controls that filter and block age-inappropriate content and CSAM.  

 
33. Comprehensive regulations control the behaviors of social media firms and other technology service 

providers in-country, particularly related to children’s privacy and data, and well-funded regulatory 
bodies are empowered to monitor compliance. Global principals control how technology companies 
behave, particularly in countries that are fragile and unstable. 

 
34. Child-friendly reporting mechanisms help children and caregivers report dangerous online content 

and behavior through a range of pathways—including technological tools, telephone hotlines, and 
peer networks. Awareness raising and information campaigns educate the public about children’s 
online safety and signpost ways to report harmful behavior. 

 
35. National governments reinforce and/or establish well-resourced, multi-sectoral, child-friendly 

protection systems and services for child survivors of abuse. Strengthened cooperation between law 
enforcement and child protection actors ensure adequate care and support. Criminal justice actors 
and law enforcement are trained on the unique challenges and needs of survivors of online CSEA.31 

 
36. National governments facilitate cross-industry coordination amongst child protection advocates, 

technologists and policymakers to identify gaps and best practice, promote compliance with policies 
and legislation, identify and address emerging threats and improve children’s safety online.  

 
37. Research helps build the evidence base for identifying threats to children online and better meeting 

the needs of children who have been harmed online. Global indicators and standards in data 
collection support better-quality interventions and help advocates communicate more effectively.32  
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Emerging options for ChildFund Alliance 

 
38. The following seven emerging options represent ways in which ChildFund Alliance could make 

children safer online. Each of these can be designed to elevate children’s voices and promote 
children’s participation. While options 38e – 38g (below) could be designed as stand-alone 
interventions to keep children safe online, they are also critical for the effective delivery of options 
38a – 38d. 

 
a. Make online learning environments safer for children by pushing for endorsement of global 

commitments, like the Child Online Safety Universal Declaration, promoting national legislation to 
protect children online, including cyberbullying legislation, and enabling school-based training on 
digital citizenship, including digital literacy for children, parents and teachers.  

b. End all forms of cyberbullying by advocating for national legislation that explicitly prohibit all 
forms of online bullying, commitments to building effective national responses to bullying and by 
promoting complementary school-based violence prevention strategies and survivor support. 
Encourage national governments to support the International Day against Violence and Bullying at 
School including Cyberbullying.  

c. Tackle online CSEA by encouraging governments to develop national plans in-line with WeProtect 
Model National Response. This includes robust legislation, law enforcement and child protection 
systems that ensure children’s access a range of services and support. Encourage technology 
firms, governments and other stakeholders to endorse the Voluntary Principles to Counter Online 
Child Sexual Exploitation and Abuse.33  May have more field implications. 

d. Improve online data protection and privacy for children by pushing for the creation of global 
standards related to the collection and use of children’s data, in-line with the UK’s Code of 
Practice. Encourage governments to endorse this code and work with grassroots groups to 
increase understanding of children’s right to privacy/data protection and build digital citizenship.  

e. Promote digital citizenship for children by expanding their digital literacy and empowering them 
to play an active role in society, both on and offline. This includes using established curricula and 
peer networks to build digital resilience and complementing these efforts with a push for national 
legislation and global commitments to enhance children’s online safety and digital citizenship.  

f. Leverage the benefits of children’s participation by promoting the development of peer-to-peer 
networks that enable children to work together to build safer online lives, promote civic 
participation and strengthen safe digital activism. Complement this work with national-level 
efforts to strengthen children’s online rights to participation, privacy and protection.  

g. Promote technology that is designed to be safe for children from the outset (i.e. child safe by 
design). Establish a global forum of child protection and child right’s activists to engage directly 
with technology firms, drawing on existing fora like The Technology Coalition, to establish 
voluntary minimum standards that ensure adequate controls are established and maintained and 
technology firms co-create and co-design child-friendly controls with children.  

39. Some elements of options 37a, 37b, and 37e are also included in the summary of policy issues 
related to children’s online safety, namely: improving the digital literacy of teachers and students; 
promoting safe online learning environments; and addressing cyberbullying. 

 
 

https://childonlinesafety.org/declaration/
https://en.unesco.org/commemorations/dayagainstschoolviolenceandbullying
https://en.unesco.org/commemorations/dayagainstschoolviolenceandbullying
https://www.weprotect.org/wp-content/uploads/WePROTECT-Model-National-Response.pdf
https://www.weprotect.org/wp-content/uploads/WePROTECT-Model-National-Response.pdf
https://www.gov.uk/government/publications/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse
https://www.gov.uk/government/publications/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/ico-publishes-code-of-practice-to-protect-children-s-privacy-online/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/01/ico-publishes-code-of-practice-to-protect-children-s-privacy-online/
https://rm.coe.int/16809382f9.
https://www.internetmatters.org/resources/digital-resilience-toolkit/
https://www.unicef.ie/our-work/schools/global-issues/digital-activism/
https://www.technologycoalition.org/
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Annex 1. Key terms 
 

Algorithm A set of step-by-step instructions for a computer to follow. Algorithms are 
at the heart of all computer programs. [Source: BBC] 

Child sexual abuse 
material (CSAM) 

CSAM refers to material depicting acts of sexual abuse and/or focusing on 
the genitalia of the child. Child sexual exploitation material (CSEM) 
encompasses all sexualized material depicting children, including ‘child 
sexual abuse material. The distinction between CSEM and CSAM is generally 
one of legal status. [Source: ECPAT] 

Contact and non-
contact abuse 

“Contact” and “non-contact” sexual abuse are distinguished from one 
another in terms of physical conduct involving children. Contact sexual 
abuse generically refers to in-person sexual contact of a harmful nature, 
while non-contact sexual abuse denotes acts where the perpetrator doe not 
come into physical contact with a child, such as in the case of possession, 
distribution or consumption of child sexual abuse material. [Source: 
UNODC] 

Cyberbullying The use of information and communication technologies to harm a victim or 
victims in deliberate, repeated, and hostile ways. [Source: UNODC] 

Cyber-harassment The intimidation, repeated or otherwise, of one individual by another or by 
a group, perpetrated through or utilizing electronic means. [Source: 
UNODC] 

Dark web A collection of hidden sites inaccessible via a regular browser and not 
indexed by search engines such as Google. In addition to offering extreme 
privacy and protection from the surveillance of governments, it facilitates a 
growing underground marketplace that sophisticated criminals use to traffic 
drugs, stolen identities, child pornography, and other illicit products and 
services using untraceable cryptocurrency. [Source: IMF] 

Deep fakes Shorthand for a broad range of fake videos and imagery developed using 
artificial intelligence techniques. The use of AI makes deep fakes more 
dangerous in that they are more widely accessible to people without great 
technical skill. [Source: The Verge] 

Digital citizens Originally coined in 2007, digital citizens are those who use the internet 
regularly (daily) and effectively.34 This definition has since been expanded 
to include competent and positive engagement with digital technology 
(access and skills), active and responsible participation (empowerment and 
etiquette), and lifelong learning in formal, non-formal and informal contexts 
(including risk management and resilience). [Source: OECD] 

https://www.bbc.co.uk/bitesize/guides/z22wwmn/revision/1
https://www.ecpat.org/wp-content/uploads/2018/03/TOWARDS-A-GLOBAL-INDICATOR-ON-UNIDENTIFIED-VICTIMS-IN-CHILD-SEXUAL-EXPLOITATION-MATERIAL-Summary-Report.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Study_on_the_Effects.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Study_on_the_Effects.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Study_on_the_Effects.pdf
https://www.imf.org/external/pubs/ft/fandd/2019/09/the-truth-about-the-dark-web-kumar.htm
https://www.theverge.com/2018/5/22/17380306/deepfake-definition-ai-manipulation-fake-news
http://www.oecd.org/education/ceri/21st-Century-Children-as-Digital-Citizens.pdf
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Digital literacy for 
children 

The knowledge, skills and attitudes that allow children to be both safe and 
empowered in an increasingly digital world. This encompasses their play,  
participation, socializing, searching and learning through digital 
technologies. What constitutes digital literacy will vary according to 
children’s age, local culture and context. [Source: UNICEF] 

Disinformation Information that is false and deliberately created to harm a person, social 
group, organisation or country. See also, misinformation. [Source: UNESCO] 

Fake News Stories created to make someone believe something that is not true. Fake 
news is an example of misinformation or disinformation. [Source: 
NetAware] 

Grooming Grooming is when someone builds a relationship, trust and emotional 
connection with a child or young person so they can manipulate, exploit and 
abuse them. [Source: NSPCC] 

Hate Speech Any kind of communication in speech, writing or behavior, that attacks or 
uses pejorative or discriminatory language with reference to a person or a 
group on the basis of who they are, in other words, based on their religion, 
ethnicity, nationality, race, color, descent, gender or other identity factor. 
This is often rooted in, and generates intolerance and hatred and, in certain 
contexts, can be demeaning and divisive. [Source: UN] 

Livestreaming Livestreaming is when users film and broadcast videos in real time. It is 
popular among gamers on platforms like Mixer and Twitch but you can also 
livestream on loads of other websites, like Snapchat, Facebook and Twitter. 
[Source: Net Aware] 

Livestreaming 
child sexual abuse 

Livestreaming services can be used by perpetrators to incite victims to 
commit or watch sexual acts via web-enabled cameras. Perpetrators also 
stream or watch live contact sexual abuse or indecent images of children with 
other offenders. In some instances, perpetrators pay facilitators to stream 
live contact abuse, with the offender directing what sexual acts are 
perpetrated against the victim. Livestreaming child sexual abuse transcends 
national borders, as offenders can be located anywhere, even in a different 
country from their victims. [Source: ECPAT and CEOP] 

Misinformation Information that is false but not created with the intention of causing harm. 
See also, disinformation. [Source: UNESCO] 

Online child sexual 
exploitation and 
abuse (CSEA) 

Accessing, possessing, producing and/or distributing images and/or videos 
of child sexual abuse. This crime is often referred to as “child pornography”. 

https://www.unicef.org/globalinsight/documents/digital-literacy-children-10-things-know
https://en.unesco.org/fightfakenews
https://www.net-aware.org.uk/news/how-can-we-teach-kids-to-spot-fake-news-online/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/grooming/
https://www.un.org/en/genocideprevention/documents/UN%20Strategy%20and%20Plan%20of%20Action%20on%20Hate%20Speech%2018%20June%20SYNOPSIS.pdf
https://www.net-aware.org.uk/news/video-livestreaming/
https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-and-Global-Threats-Children-online-_06.06.17.pdf
https://www.ceop.police.uk/Safety-Centre/what-is-online-child-sexual-abuse/#:%7E:text=Live%20Streaming%20%E2%80%93%20Live%20streaming%20services,watch%20sexual%20acts%20via%20webcam.&text=In%20some%20instances%20CSOs%20will,are%20perpetrated%20against%20the%20victim.
https://en.unesco.org/fightfakenews
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There are billions of examples of this kind of material on the Internet today. 
[Source: ECPAT] 

Parental controls Parental controls help block or filter inappropriate content, control 
purchases within apps, allow access only during certain times of day, or 
otherwise manage the content children can access. [Source: NSPCC] 

Peer-to-peer (P2P) 
networks 

In a P2P network, no single provider is responsible for being the server. Each 
computer stores files and acts as a server. Each computer has equal 
responsibility for providing data. [Source: BBC] 

Personally 
identifiable 
information (PII)  

Any representation of information that permits the identity of an individual 
to whom the information applies to be reasonably inferred by either direct 
or indirect means. This includes information that directly identifies an 
individual or information which can be used alongside other data to identify 
individuals. [Source: US Department of Labor] 

Sexting The process by which someone intentionally shares sexually explicit 
messages, images or self-generated sexualized images of themselves. These 
images or videos are often shared with other peers. There are also many 
cases of "unwanted sexting". This refers to the non-consensual aspects of the 
activity, such as lack of consent in sharing or receiving sexually explicit photos 
or messages. [Source: ECPAT] 

Sexual extortion or 
sextortion 

The blackmailing of an adult or a child with the help of (self-generated) 
images of that person in order to extort sexual favors, money or other 
benefits from him/her under the threat of sharing the material beyond the 
consent of the depicted person (e.g. posting images on social media or 
sending them to family members). [Source: ECPAT] 

Video chat Video chats are live face-to-face conversations that happen through a mobile 
camera or webcam, either with one person or a group, using apps like Skype, 
WhatsApp, and Houseparty. [Source: Net Aware] 

Video sharing Video sharing is when users create and upload short videos to an app or site 
for other people to watch (and often share). You might have heard about 
young people doing this on apps like TikTok and Instagram. [Source: Net 
Aware] 

Annex 2. Methodology 
 
This summary note was informed by a review of open-source research and other material available online 
published in or after 2015. Research for this note was not exhaustive. The aim was to identify relevant 

https://www.ecpat.org/what-we-do/online-child-sexual-exploitation/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/
https://www.bbc.co.uk/bitesize/guides/zh4whyc/revision/7#:%7E:text=the%20back%20end.-,Peer%2Dto%2Dpeer%20(P2P),and%20acts%20as%20a%20server.&text=In%20the%20peer%2Dto%2Dpeer,the%20file%2C%20sharing%20the%20workload.
https://www.dol.gov/general/ppii
https://www.unicef.org/media/66776/file/Guide-for-Religious-Leaders-and-Communities-ENG.pdf
https://www.unicef.org/media/66776/file/Guide-for-Religious-Leaders-and-Communities-ENG.pdf
https://www.net-aware.org.uk/news/video-livestreaming/
https://www.net-aware.org.uk/news/video-livestreaming/
https://www.net-aware.org.uk/news/video-livestreaming/
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learning and recommendations from academic studies, grey literature papers and other relevant work 
related to online safety.  
 

Annex 3. Endnotes 

1 https://www.unicef.org/protection/violence-against-children-online, accessed 11 February 2021. 
2 UNICEF, How many children and young people have internet access at home? Estimating digital 
connectivity during the COVID-19 pandemic, New York, 2020. https://data.unicef.org/resources/children-
and-young-people-internet-access-at-home-during-covid19/  
3 UNICEF, COVID-19 and its implications for protection children online, New York, 2020. 
https://www.unicef.org/documents/covid-19-and-implications-protecting-children-online   
4 ChildFund Alliance, “Definitions and sub-themes.” Online safety Sub Working Group, February 2021.  
5 WEProtect Global Alliance, Global Threat Assessment 2019: Working together to end the sexual 
exploitation of children online, London, 2019. https://www.end-
violence.org/sites/default/files/paragraphs/download/Global%20Threat%20Assessment%202019.pdf  
6 Institute of Development Studies, Leaving No One Behind in a Digital World, Brighton, UK, 2018.  
https://assets.publishing.service.gov.uk/media/5c178371ed915d0b8a31a404/Emerging_Issues_LNOBDW
_final.pdf  
7 EUROPOL, Internet Organised Crime Threat Assessment (IOCTA), The Hague, 2016.  
https://www.europol.europa.eu/sites/default/files/documents/europol_iocta_web_2016.pdf  
8 ECPAT, Briefing Paper: Emerging Global Threats Related to the Online Sexual Exploitation of Children, 
Bangkok, 2017. https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-
and-Global-Threats-Children-online-_06.06.17.pdf  
9 Kardefelt-Winther, Daniel and others, “Addressing violence against children online and offline.” Nat Hum 
Behav 4(3), March 2020. https://www.unicef-irc.org/journal-articles/101  
10 https://www.aiforpeace.org/post/child-development-and-protection-in-the-digital-age, accessed 11 
February 2021. 
11 Karen Hao, “Deepfake porn is ruining women’s lives - now the law may finally ban it.” MIT Technology 
Review, February 2021. https://www.technologyreview.com/2021/02/12/1018222/deepfake-revenge-
porn-coming-ban/  
12 https://www.unicef.org/globalinsight/documents/digital-literacy-children-10-things-know, accessed 17 
February 2021. 
13 Sonia Livingstone, “Children: a Special Case for Privacy?” Intermedia 1;46(2), July 2018. 
http://eprints.lse.ac.uk/89706/1/Livingstone_Children-a-special-case-for-privacy_Published.pdf  
14 https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/learn-about-fake-
news-to-support-children/, accessed 18 February 2021. 
15 European Commission, Study on the impact of marketing through social media, online games and 
mobile applications on children's behaviour, Luxembourg, 2016. 
https://ec.europa.eu/info/sites/info/files/online_marketing_children_final_report_en.pdf  
16 UNICEF, Children and Digital Marketing: Rights, Risks and Responsibilities – a Discussion Paper, New 
York, 2018. https://sites.unicef.org/csr/css/Children_and_Digital_Marketing_-
_Rights_Risks_and_Responsibilities.pdf  
17 Save the Children International, Mobile Myanmar: The impact of social media on young people in 
conflict-affected regions of Myanmar, Singapore, 2019. 
https://resourcecentre.savethechildren.net/node/16212/pdf/mobile_myanmar_2019_2019-11-06.pdf  
 

                                                            

https://www.unicef.org/protection/violence-against-children-online
https://data.unicef.org/resources/children-and-young-people-internet-access-at-home-during-covid19/
https://data.unicef.org/resources/children-and-young-people-internet-access-at-home-during-covid19/
https://www.unicef.org/documents/covid-19-and-implications-protecting-children-online
https://www.end-violence.org/sites/default/files/paragraphs/download/Global%20Threat%20Assessment%202019.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/Global%20Threat%20Assessment%202019.pdf
https://assets.publishing.service.gov.uk/media/5c178371ed915d0b8a31a404/Emerging_Issues_LNOBDW_final.pdf
https://assets.publishing.service.gov.uk/media/5c178371ed915d0b8a31a404/Emerging_Issues_LNOBDW_final.pdf
https://www.europol.europa.eu/sites/default/files/documents/europol_iocta_web_2016.pdf
https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-and-Global-Threats-Children-online-_06.06.17.pdf
https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-and-Global-Threats-Children-online-_06.06.17.pdf
https://www.unicef-irc.org/journal-articles/101
https://www.aiforpeace.org/post/child-development-and-protection-in-the-digital-age
https://www.technologyreview.com/2021/02/12/1018222/deepfake-revenge-porn-coming-ban/
https://www.technologyreview.com/2021/02/12/1018222/deepfake-revenge-porn-coming-ban/
https://www.unicef.org/globalinsight/documents/digital-literacy-children-10-things-know
http://eprints.lse.ac.uk/89706/1/Livingstone_Children-a-special-case-for-privacy_Published.pdf
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/learn-about-fake-news-to-support-children/
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/learn-about-fake-news-to-support-children/
https://ec.europa.eu/info/sites/info/files/online_marketing_children_final_report_en.pdf
https://sites.unicef.org/csr/css/Children_and_Digital_Marketing_-_Rights_Risks_and_Responsibilities.pdf
https://sites.unicef.org/csr/css/Children_and_Digital_Marketing_-_Rights_Risks_and_Responsibilities.pdf
https://resourcecentre.savethechildren.net/node/16212/pdf/mobile_myanmar_2019_2019-11-06.pdf


Summary Note: Children’s Online Safety   12 | P a g e  

                                                                                                                                                                                                   
18 Early Childhood Australia (ECA), Statement on young children and digital technologies. Canberra, 2018. 
https://www.centresupport.com.au/wp-content/uploads/2020/06/Health-and-Wellbeing-Guide-Young-
Children-and-Digital-Technologies.pdf  
19 Save the Children International, 2019.  
20 Centre for Justice and Crime Prevention, South African Kids Online: Barriers, opportunities and risks. 
Cape Town, 2016. http://eprints.lse.ac.uk/71267/2/GKO_Country-Report_South-Africa_CJCP_upload.pdf   
21 ECPAT, Briefing Paper: Sexual Exploitation of Children in Nepal, Bangkok, 2020. 
https://www.ecpat.org/wp-content/uploads/2020/01/ECPAT-Briefing-Paper-on-the-Sexual-Exploitation-
of-Children-in-Nepal-2020-ENG.pdf 
22 ECPAT, 2020. 
23 https://www.aiforpeace.org/post/child-development-and-protection-in-the-digital-age, accessed 11 
February 2021. 
24 UNODC, Study on the Effects of New Information Technologies on the Abuse and Exploitation of 
Children, Vienna, 2015. https://www.unodc.org/documents/organized-
crime/cybercrime/Study_on_the_Effects.pdf  
25 https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/child-sexual-exploitation, 
accessed 8 February 2021.  
26 ECPAT, Briefing Paper: Emerging Global Threats Related to the Online Sexual Exploitation of Children, 
Bangkok, 2017. https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-
and-Global-Threats-Children-online-_06.06.17.pdf 
27 https://www.canada.ca/en/services/policing/police/consultation-countering-online-child-sexual-
exploitation.html, accessed 7 February 2021. 
28 https://www.childnet.com/teachers-and-professionals/hot-topics/social-media-and-gang-violence, 
accessed 4 February 2021. 
29 http://www.oecd.org/education/ceri/21st-Century-Children-as-Digital-Citizens.pdf, accessed 7 February 
2021. 
30 https://en.unesco.org/themes/linguistic-diversity-and-multilingualism-internet, accessed 7 February 
2021. 
31 Centre for Justice and Crime Prevention, 2016.  
32 ECPAT, Trends in online child sexual abuse material, Bangkok, 2018. https://www.ecpat.org/wp-
content/uploads/2018/07/ECPAT-International-Report-Trends-in-Online-Child-Sexual-Abuse-Material-
2018.pdf  
33 https://www.gov.uk/government/publications/voluntary-principles-to-counter-online-child-sexual-
exploitation-and-abuse, accessed 7 February 2021. 
34 Mossberger, Karen and others. Digital citizenship: The Internet, society, and participation. MIT Press: 
Boston, 2007. 

https://www.centresupport.com.au/wp-content/uploads/2020/06/Health-and-Wellbeing-Guide-Young-Children-and-Digital-Technologies.pdf
https://www.centresupport.com.au/wp-content/uploads/2020/06/Health-and-Wellbeing-Guide-Young-Children-and-Digital-Technologies.pdf
http://eprints.lse.ac.uk/71267/2/GKO_Country-Report_South-Africa_CJCP_upload.pdf
https://www.ecpat.org/wp-content/uploads/2020/01/ECPAT-Briefing-Paper-on-the-Sexual-Exploitation-of-Children-in-Nepal-2020-ENG.pdf
https://www.ecpat.org/wp-content/uploads/2020/01/ECPAT-Briefing-Paper-on-the-Sexual-Exploitation-of-Children-in-Nepal-2020-ENG.pdf
https://www.aiforpeace.org/post/child-development-and-protection-in-the-digital-age
https://www.unodc.org/documents/organized-crime/cybercrime/Study_on_the_Effects.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Study_on_the_Effects.pdf
https://www.europol.europa.eu/crime-areas-and-trends/crime-areas/child-sexual-exploitation
https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-and-Global-Threats-Children-online-_06.06.17.pdf
https://www.ecpat.org/wp-content/uploads/2018/08/Briefing-Paper-Emerging-Issues-and-Global-Threats-Children-online-_06.06.17.pdf
https://www.canada.ca/en/services/policing/police/consultation-countering-online-child-sexual-exploitation.html
https://www.canada.ca/en/services/policing/police/consultation-countering-online-child-sexual-exploitation.html
https://www.childnet.com/teachers-and-professionals/hot-topics/social-media-and-gang-violence
http://www.oecd.org/education/ceri/21st-Century-Children-as-Digital-Citizens.pdf
https://en.unesco.org/themes/linguistic-diversity-and-multilingualism-internet
https://www.ecpat.org/wp-content/uploads/2018/07/ECPAT-International-Report-Trends-in-Online-Child-Sexual-Abuse-Material-2018.pdf
https://www.ecpat.org/wp-content/uploads/2018/07/ECPAT-International-Report-Trends-in-Online-Child-Sexual-Abuse-Material-2018.pdf
https://www.ecpat.org/wp-content/uploads/2018/07/ECPAT-International-Report-Trends-in-Online-Child-Sexual-Abuse-Material-2018.pdf
https://www.gov.uk/government/publications/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse
https://www.gov.uk/government/publications/voluntary-principles-to-counter-online-child-sexual-exploitation-and-abuse

	Summary of Key Policy Issues: Online Safety
	Context
	ChildFund Alliance Working Group on Online Safety: Working Definition of Children’s Online Safety.
	Children are empowered to use digital technology safely and responsibly as part of their healthy development.3F

	What behaviors and threats do children experience online?
	What are the consequences of online harm for children?
	Why are children vulnerable to online risks?
	Individual Level
	Community Level
	Societal Level

	What is needed to make children safer online?
	Individual Level
	Community Level
	Societal Level

	Emerging options for ChildFund Alliance

	Annex 1. Key terms
	Annex 2. Methodology
	Annex 3. Endnotes

